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Abstract 

 
Data storage is one of the significant cloud services available to the cloud users. Since the 

magnitude of information outsourced grows extremely high, there is a need of implementing 

data deduplication technique in the cloud storage space for efficient utilization. The cloud 

storage space supports all kind of digital data like text, audio, video and image. In the hash-

based deduplication system, cryptographic hash value should be calculated for all data 

irrespective of its type and stored in the memory for future reference. Using these hash value 

only, duplicate copies can be identified. The problem in this existing scenario is size of the 

hash table. To find a duplicate copy, all the hash values should be checked in the worst case 

irrespective of its data type. At the same time, all kind of digital data does not suit with same 

structure of hash table. In this study we proposed an approach to have multiple hash tables for 

different digital data. By having dedicated hash table for each digital data type will improve 

the searching time of duplicate data. 
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Introduction 

 

Cloud storage is a collection of logical pools in which digital data can be stored. The 

actual physical space extents multiple servers possibly in multiple locations that is 

typically owned by a hosting company or cloud storage providers and they are the one 

responsible for making data available all the time for the authenticated users. The cloud 

storage is a computing model that stores digital data which is managed by cloud storage 
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provider who operates data storage as a service. It provides on-demand service kamala 

Kannan (2012), Rajan (2012). So that organization or any individual users can free from 

owning and managing their own data storage infrastructure. It will reduce the cost and 

time. There are different types of cloud models are available. They are Private, Public and 

Hybrid cloud models. By which the individual users or any organization can even share 

their storage space with others. When many users are sharing the storage space then 

existence of duplicate data is unavoidable. This duplicate data can be from different users 

or even from the same user. This will leads to wastage of storage space. To avoid such 

duplicate copies get stored in the storage space, “Data Deduplication”, Tang (2016) can be 

implemented which will prevent the duplicate data copies. 

 

The cloud storage space can be used to store any type of digital data. The data which is 

stored in a digital format like image, audio, video or document is called digital data. There 

are different types of digital data existing. They are unstructured data, semi-structured 

data and structured data. Unstructured data may be bitmap images like Image, video, and 

audio files and textual objects like word document, email or excel. Semi-structured data 

may be Email, XML or TCP/IP packets. And structured data may be databases like 

Access, OLTP systems and even SQL. In these type of digital data, structured data are 

very easy to store, retrieving, indexing, updating, deleting and searching. They are easily 

scalable and highly secure. Semi-structured data is almost same as structured data except 

that is one processing step away from structured data and there is a possibility of storing 

in structured format. 

 

The problem is with handling unstructured data. It has the following challenges 1. Storage 

space, since it requires lot of space 2. Scalability 3. Security Rao (2016), 4. Retrieving 

information Wu (2018), Pritha (2015) 5. Update and 6.Indexing and searching Paulo 

(2014). To reduce the storage space requirement, we can employ compression. For 

security we can encrypt the data. The main problem is with indexing and searching. 

Uniquely identifying the unstructured data is a very big challenge. We can use the hash 

value of the data for indexing. Using that we can identify the unstructured data uniquely. 

Hash value is a unique value that can be generated for each data. When considering 

storage space, this unstructured data will occupy much space when compared to other 

types of data. When duplicate copy exists then that will leads to poor utilization of storage 

space. 

 

For implementing deduplication, each data should be identified uniquely. Then only we 

can conclude whether the duplicate copy is been tried to store in the storage space or not. 

For unique identification as well as for correctness of data, we can generate hash value for 
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each data. Whenever we want to access the data, we need to calculate the hash value and 

that should be compared with the stored hash of that data to check its correctness. At the 

same time, to search the existence of the digital data without accessing the actual data is 

possible by searching its unique hash value. If that hash value exists, this means that 

particular data also exists in the storage space. The hash value will be calculated for all 

digital data that are stored in the storage space and these hash values will be stored in a 

hash table for future reference. Whenever we want to compare the stored hash value with 

the input hash value, and it can be done by traversing the table linearly to search for the 

hash value. In the era of information the next challenge is scalability. When the amount of 

such unstructured data increased, the size of the hash table should also be increased 

proportionately. This in turn increases the searching time of the hash. In this study we are 

proposing a Multiple Hash table model to reduce the searching time. 

 

Related Work 

 

The proof of ownership Maruti (2015) for data being uploaded in cloud storage is also an 

important issue. The duplication check is processed with the help of this ownership detail. 

The content level duplication is identified with the help of hash value of file content. The 

confidentiality is added by using convergent key concept. The data is encrypted with the 

help of convergent key received from the user while uploading the file. The user should 

add a tag along with the data and this tag will be helpful to detect duplicate copies. 

 

In finding duplicate copies, the information retrieval plays a vital role. The chunk-lookup 

disk bottleneck problem is a major problem in the process of information retrieval. The 

Linear hashing with key groups (LHs), Zhang (2102) overcome the problem of memory 

wastage due to maintain index for all the data chunks. Instead of maintaining indexes, in 

this method they used linear hashing for bin address computation. This address will be 

used for finding duplicate copies. 

 

The deduplication process is considered to be costly because of its high computation and 

storage space requirement. This issue is overcome by weak-hash-based deduplication Ni F 

(2019). The authors proposed Write-once data journaling technique using the weak-hash 

based deduplication to avoid duplicate copies getting stored in data journaling. This will 

reduce the usual overheads in deduplication process. 

 

Proposed Methodology 

 

The duplicate copies can be identified with the help of hash value Du (2020). Hash value 

is a unique value created for digital data. Using this hash value, a digital data can be 
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uniquely identified Vijayakumar (2020) in turn helpful in finding duplicate copy. In 

general, whenever a digital data is getting stored in the cloud storage space, its hash value 

will be created and it needs to be checked against all the existing data for its similarity. 

Instead of comparing the data directly with all other data, their hash values will be 

compared for finding the similarity. For this process, the entries in the hash table are 

searched sequentially. When the size of the hash table increased, proportionately the 

searching time will be increased. The hash table will contain the hash entries for all types 

of digital data. 

 

In the proposed methodology, to decrease the time complexity of searching a hash value 

in the hash table, we recommend a multiple hash table, each for each type of digital data. 

If each type of digital data has its dedicated hash table, then the time required to search a 

hash value will be decreased. 

 

Proposed Architecture 

 

In the proposed architecture, we suggested to have multiple hash tables for various kinds 

of digital data. 

 

 
Figure 1 Architecture of dedicated hashtable 

 

When the cloud storage user sends a request to the cloud storage provider to store its 

digital data in the cloud storage space, the user has to negotiate with the cloud storage 

provider regarding the hash algorithm to be used to compute the hash value of the digital 
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data. When the user calculated the hash value, the user has to send the hash value along 

with the type of the digital data to the CSP. The CSP in turn get the reference of the 

corresponding hash table and search for its match in the respective hash table. If it finds 

the hash value, CSP can conclude that the particular digital data is already present and 

send that reference link to the storage client. Otherwise it will store the data in the cloud 

storage space and send the reference link to the client. 

 

A. Flow Diagram 

 

  
Figure 2 Flow diagram of dedicated hash table process  
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B. Steps Involved in Deduplication Process Using Multiple Hash Table 

 

  
Figure 3 Steps Involved in Deduplication Process 

C. Steps 

 

1. The storage client sends the request to the Cloud storage provider by sending its hash 

value. 

2. The Cloud storage provider will check its existence in the hash table. 

3. Depends upon the result of comparison, Cloud storage providers will move on to the next 

step 

4. If the hash value is already present, it means the digital data is also already stored in the 

storage space. Then the Cloud storage provider will get the reference link of the existing 

data. 

5. If there is no match for the hash value, then Cloud storage provider will conclude that the 

data is not already present in the storage space. It stores the data in storage space. 

6. And finally send the reference link to the client. 

 

D. Reducing Time Complexity 

  

The time complexity in searching hash value in the hash table plays a vital role in the 

process of Data deduplication. The searching time is proportional to the size of the hash 

table, since the search process is in linear fashion Goyal(2018), Morrice(2018). When we 

have a single hash table for all the type of digital data, then definitely the size of the hash 

table will be huge. When we have dedicated hash table for each type of digital data, then 

the corresponding hash table size will be reduced, at the same time the searching space is 

also getting reduced. This in turn reduces the searching time. 
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Results and Discussions 

 

 For the experimental purpose, we derived four datasets named Dataset1, Dataset2, 

Dataset3 and Dataset4 by combining existing data sets specified in the table. We made 

four data sets having mixed data types like audio, video, text, and image as given in the 

table. We used these datasets from various sources like  

 

1. Video data set source: https://www.di.ens.fr/~miech/datasetviz/ 

2. Audio data set source: https://lionbridge.ai/datasets/voice-and-sound-data-for-

machine-learning/ 

3. Image data set source: https://www.imageannotation.ai/blog/top-10-image-datasets-

for-machine-learning 

4. Text data set source: 

https://www.kaggle.com/crawford/20-newsgroups 

https://archive.ics.uci.edu/ml/datasets/Legal+Case+Reports

 

Table 1 Existing Datasets  

Sl No Name of the 

dataset 

Type of 

the data 

Type of dataset No. of 

instances 

1 HMDB51 Video Action Recognition 6766 

2 UCF101 Video Sports 13320 

3 Sports-1M Video Sports 1100000 

4 Charades Video Human Activities 9848 

5 ActivityNet Video Human Activities 28000 

6 Kinetics Video Action Recognition 500000 

7 Google Audio set Audio Human audio from 

youtube videos 

2,084,320 

8 Urban sound dataset Audio Urban sounds 8732 

9 MNIST Image Handwritten 

Images 

70000 

10 MS COCO Image Labelled images 3,00,000 

11 20 Newsgroup Text News group 20,000 

12 Legal case Reports 

dataset 

Text Case details 4000 

 

Table 1 represents the name of the datasets, type of those datasets and total number of 

instances in each data sets which are used to derive the required data sets for our 

experiment. 

https://www.di.ens.fr/~miech/datasetviz/
https://lionbridge.ai/datasets/voice-and-sound-data-for-machine-learning/
https://lionbridge.ai/datasets/voice-and-sound-data-for-machine-learning/
https://www.imageannotation.ai/blog/top-10-image-datasets-for-machine-learning
https://www.imageannotation.ai/blog/top-10-image-datasets-for-machine-learning
https://www.kaggle.com/crawford/20-newsgroups
https://archive.ics.uci.edu/ml/datasets/Legal+Case+Reports
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Table 2 Derived Datasets 

Sl No Name of the 

data set 

Data sets combined to create new data 

set 

Total No. of 

instances 

1 Dataset1 Sports-1M, MNIST, Google audio set, 

and legal case reports 

3,258,320 

2 Dataset2 HMDB51, UCF101, Charades, Google 

audio set, MS COCO, and 20 Newsgroup 

2,434,254 

3 Dataset3 ActivityNet, Kinetics, Urban sound 

dataset, MS COCO, and 20 Newsgroup 

856,732 

4 Dataset4 Kinetics, Google Audio set, MNIST, 20 

Newsgroup, and Legal case Reports 

dataset 

2,678,320 

 

Table 2 represents the details of derived data sets. It specifies the details of existing data 

sets which are combined to derive these required datasets and representing the total 

number of instances in each derived datasets. 

 

A. Time Complexity of Searching Hash Value  

 

The total number of instances specified in the Table2 represents the total number of 

digital data present in the cloud storage space. We considered four datasets for our 

experiment. Each dataset contains digital data of different data types like audio, video, 

image and text. For our experimental purpose, purposefully we combined existing data 

sets of various data type and created new datasets.  

 

The hash value generated for each digital data while uploading in the cloud storage space 

will be stored in hash table. If we have single hash table, all the hash values will be stored 

in the same single hash table. In our implementation, we are considering single hash value 

for a video instead of creating hash values for each and every frame. If we have multiple 

hash tables, in the sense dedicated hash table for each type of digital data, then the hash 

values will be stored separately in the corresponding hash table. Due to this dedicated 

hash table, the searching space will be decreased drastically and which in turn improves 

the searching time of hash. The time complexity of searching hash in both the single table 

and dedicated hash table is O(n), where ‘n’ refers the number of hash value stored in the 

hash table. In case of single hash table, the total number of instances includes all type of 

digital data. But dedicated hash tables contains hash values of only those digital data. So 

ultimately the searching time in single hash table would be very high when compared to 

the searching time in dedicated hash tables.  
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Table 3 Total Number of Hash Entries in Case of Single Hash Table 

Sl No Data set Total No. of instances in 

the cloud storage space 

Total no. of hash entries in 

hash table(single) 

1 Dataset1 3,258,320 3,258,320 

2 Dataset2 2,434,254 2,434,254 

3 Dataset3 856,732 856,732 

4 Dataset4 2,678,320 2,678,320 

  

 
Figure 4 Total number of instances and hash entries in single hash table 

 

The total number of hash entries in single hash table will be same as the total number of 

instances which includes all types of digital data. 

 

B. Dedicated Hash Table 

 

Table 4 Total Number of Hash Entries in each Dedicated Hash Table 

Sl No Data set Total No. of 

instances in 

the cloud 

storage 

space 

Total no. of 

hash entries 

in text hash 

table 

Total no. 

of hash 

entries 

in image 

hash 

table 

Total no. of 

hash entries 

in audio hash 

table 

Total no. of 

hash 

entries in 

video hash 

table 

1 Dataset1 3,258,320 4000 70000 2,084,320 1100000 

2 Dataset2 2,434,254 20,000 3,00,000 2,084,320 29,934 

3 Dataset3 856,732 20,000 3,00,000 8732 528000 

4 Dataset4 2,678,320 24,000 70000 2,084,320 500000 
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Figure 5 Total number of hash entries in dedicated hash tables 

 

The total number of hash entries in each dedicated hash table will be the number of 

corresponding digital data instances in the dataset. 

 

If we have four new digital data to be uploaded in the cloud storage space, then during file 

upload the cloud storage provider has to check whether these digital data are already 

existing in the cloud storage space or not. If they are already present, then CSP should not 

upload them again in cloud storage space otherwise it has to upload. Out of these four 

digital data, one is audio, one is video, one is image, and one is text file respectively. The 

total number of comparison required for checking the duplication in case of single hash 

table and multiple hash tables for the above mentioned case are derived in the following 

tables. 

 

C. Time Complexities with Dedicated Hash Tables 

 

a. Image Data 

Table 5 Searching Time in Image Hash Table 

Sl 

No 

Data set Total No. of 

instances in 

the cloud 

storage space 

Total number 

of comparison 

in single hash 

table 

Total number 

of comparison 

in dedicated 

image hash 

table 

1 Dataset1 3,258,320 3,258,320 70000 

2 Dataset2 2,434,254 2,434,254 3,00,000 

3 Dataset3 856,732 856,732 3,00,000 

4 Dataset4 2,678,320 2,678,320 70000 
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Figure 6 No. of comparisons required in image hash table 

 

b. Video Data 

 

Table 6 Searching Time in Video Hash Table 

Sl 

No 

Data set Total No. of 

instances in the cloud 

storage space 

Total number of 

comparison in single 

hash table 

Total number of 

comparison in dedicated 

video hash table 

1 Dataset1 3,258,320 3,258,320 1100000 

2 Dataset2 2,434,254 2,434,254 29,934 

3 Dataset3 856,732 856,732 528000 

4 Dataset4 2,678,320 2,678,320 500000 
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Figure 7 No. of comparisons required in Video hash table 

 

c. Audio Data 

Table 7 Searching Time in Audio Hash Table 

 

 
Figure 8 No. of comparisons required in Audio hash table 
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Sl No Data set Total No. of 

instances in the 

cloud storage 

space 

Total number of 

comparison in 

single hash table 

Total number of 

comparison in 

dedicated audio hash 

table 

1 Dataset1 3,258,320 3,258,320 2,084,320 

2 Dataset2 2,434,254 2,434,254 2,084,320 

3 Dataset3 856,732 856,732 8732 

4 Dataset4 2,678,320 2,678,320 2,084,320 
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d. Text Data 

Table 8 Searching Time in Text Hash Table 

Sl No Data set Total No. of 

instances in the 

cloud storage 

space 

Total number of 

comparison in 

single hash table 

Total number of 

comparison in 

dedicated text 

hash table 

1 Dataset1 3,258,320 3,258,320 4000 

2 Dataset2 2,434,254 2,434,254 20,000 

3 Dataset3 856,732 856,732 20,000 

4 Dataset4 2,678,320 2,678,320 24,000 

 

 
Figure 9 No. of comparisons required in text hash table 

 

From the above results, it is clearly understand that when we have dedicated hash table for 

various digital data type, then the time complexity for finding duplicate copies of digital 

data is extremely minimized. This will improve the efficiency of deduplication process in 

the cloud storage system. 

 

Conclusion 

 

The cloud storage service is utilized by various kinds of users ranging from large 

organization to individual users. Deduplication is a procedure used to avoid duplicate 

copies getting stored in the storage space. In hash-based deduplication, deduplicate copies 

are identified with the help of hash values of digital data. But the time complexity of 
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finding duplicate copies added overhead to the users when there is a single hash table for 

all kind of digital data. In this research work, we suggested dedicated hash tables for each 

digital data type. The experimental results proved that the time requirement is heavily 

reduced because of these dedicated hash tables. The time complexity can be further 

reduced by having suitable hash table structure for each digital data type. Our future 

research work is to identify the suitable hash table structure for various digital data. 
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