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ABSTRACT

Internet of things (IoT) technology have gained importance in very short time span and now used
everywhere because of its cost efficiency, easy to use and easy to install nature. IoT devices are now
part of our daily life, these smart devices made our life easier and reduced our efforts. Internet of
Thing technology supports diverse applications and services in various areas. IoT is now being used
in Medical field also. The term [oMT or Internet of Medical things are used for 10T devices and
services that are being used in healthcare domain. 10T in health care plays an important role as it
helps to increase accuracy, productivity and reliability of electronic devices. Many researchers are
working towards the usage of IoMT technology in medical field. IoMT technologies will be helpful
to build a digitalized Health care system. [oMT have various advantages but we cannot neglect the
challenges of using IoMT technology in medical field
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INTRODUCTION

Internet of things technologies are not new to the world; billions of devices are using this
technology. IoT have changed our way of controlling the devices, 10T have numerous service and
application domain. IoT is also used in medical field and it is helping to increase accuracy,
reliability and productivity of health care system. Health Care IoT or Internet of Medical things are
the terms used to describe the application of IoT in medical industry. IoMT allows the hospital staff
to interact, control and monitor the health care devices and it also helps to monitor the condition of
the patient. Health care industry have rapidly evolving and adopting new technologies to enhance
the health facilities, [oMT technology is one of the modern technology which is being adopted by
the medical industry and have increase the facilities and these facilities are helping in treatment of
the patient, but as the time passes new chronic diseases are evolving and have increase the pressure
in the health care system due to lack of resources [2]. [oMT technologies have helped health care
industry in many aspects but we cannot fully depend on this as these technologies have some issues
related to privacy and security. Hence we need to consider these aspects as well and work toward to
resolve these issues as soon as possible.

Internet of medical things

Internet of Medical things or Health care IoT is an application of Internet of things Technology.
“Things’ in Internet of Medical things are the medical devices that are connected and communicate
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with each other and these devices are controlled and monitored by the hospital staff in real time.
IoMT technology helps medical staff to monitor the patient’s condition in real time, doctors can also
give tele health assistance in case of an emergency. Any smart medical devices whether it’s a smart
wearable device that can monitor heart rate or oxygen level can help doctors to understand the
condition of a patient’s health condition and give him treatment according to the data. [oMT
technology helps to give health assistance remotely, doctors can treat their patient if the patient or
doctor cannot be present in the hospital.
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Figure. 1: Internet of medical things [1]

Figure 1 show the various parts that comes under Internet of Medical Things. let us understand what
the use of IoT in medical field in next section is.

use of iot in medical field

Internet of Things have heterogeneous architecture where each device communicates with each
other and these devices can be controlled and monitored all at once without any problem. IoT
system is independent and the devices present in the system share real time data and owner of that
system can control, monitor the devices in real time even access these devices remotely. IoT
technologies are fast, cost efficient, reliable and have numerous advantages therefore we can find
IoT technology in almost every domain. Health Care domain is also adopting IoT technology and it
allows Medical professional to give best treatment to the patients. Using IoT technology in medical
field increase the accuracy, productivity and reliability in health care system. As talked in [30] about
5G and IoT.

benefits of iomt
IoT technology is transforming many real world sectors like manufacturing unit, smart home
automation and so on. Medical field is also a part of this segment which is taking advantages of IoT
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Technology. IoMT (Internet of Medical Things) is a term used for health care application of IoT
Technology. IoMT technology allow doctor to understand the condition of his patient in real time.
Health condition is recorded by wearable devices like Smart band that read Heart rate, oxygen levels
and that data will be sent to a cloud storage and will be sent to the Doctor and then doctor will
analyses the data and if there is a need of any treatment he can assist the patient real time. Using
IoMT will reduce the infrastructure cost and save time on consulting as the patient can be treated
online, IoMT technology is human-machine real time interaction that make health monitoring easy,
fast and cost efficient as it reduces the follow up visits.

literature review

In this section we will discuss about the research paper and give an overview about the related work
relevant to our research work. Alam et al. [3] explore at the several communication protocols and
standards that can be used in [IoMT. The report focused on five scenarios in which 10T in healthcare
services can be useful. This survey covers the primary security difficulties that are present in health
care lot network related to security and privacy, However, it excludes the primary methods of
communication used in identifying difficulties in healthcare. M. M. Mutlag et al. [4] give an
overview of fog computing in the IoMT or Healthcare IoT system. This survey paper discusses
about various frameworks and models based on fog computing. survey also covers various objective
such as improvement on data security and real time data processing. In survey H. Baali et al. [5]
authors provide a detailed overview on different sensor that are used in IoMT Devices. This paper
explores about sensors used in Health Care IoT and discuss about the working principals and the
operations. Security aspect on health care IoT system were missing in this survey paper and author
doesn’t discuss about implementation of energysaving methods at device level. In survey S. B.
Baker et al. [6] gives an overview of the components, applications and architecture of Internet of
Medical Things (IoMT) technology. This survey focuses at how communication technologies like
cloud computing and Big Data are being used in IoMT. Since the study focuses solely on the
different parts of IoMT, it neglects to address several key issues such as security and privacy. S.
Seneviratne et al. [7] authors talk about smart wearable devices that will be used in medical field.in
addition to this authors explores security threats that are present in the wearable device. In the
context of wearable device authors have discussed it in depth but they have not provided functional
use case. They have discussed threats present on wearable in short range communication medium
but they haven’t talked about the threats on security at long range communication medium. R. Li et
al. [8] the authors try to fix the gap and issues that are present in wearable devices. The survey paper
talks about architecture, components and use case of health monitoring devices in IoMT. in this
survey they haven’t discussed about crucial part of these health monitoring system or wearable
devices which is to maintain the data integrity and security. The researchers talk about feedback
control mechanisms, but they don't mention future technologies. The survey [9] manages the
execution of IoT according to the medical care point of view. Architecture, services, security, and
IoT standards are all discussed in the survey. IoMT architecture and a security model are presented
in this paper. Although the survey focuses on the security of 10T systems, yet doesn't extensively
cover the security vulnerabilities, countermeasures methods and techniques, and rise of the new
security hazards as per the new standards. M. Sain et al. [10] aim to identify security at three stages
of IoMT: machine, communication, and information. Paper on focuses to identify the potential
threats at different layers, but it doesn’t provide solutions to rectify these security risks. Many
medical technologies are being designed to respond to the development of the pervasive
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environment to provide facilities. majority of these services utilize Techniques of digital signal
processing and wireless networks to send healthcare information for inspection and treatment over
existing medical devices [11]. One of the trendiest study areas in global health care is the
Biomedical signal transfer system based on the Zigbee wireless network [12] [13]. Many studies on
the field of biomedical signal processing, also experiments with BAN (Body Area Network)-based
bio-information systems were carried out using close transmission systems [14]. The survey [15]
provides a complete overview of works that focus on various aspects of a health-care 10T system,
such as communication technology, security issues, and use cases. On the other hand, this research,
concentrates on the emerging technologies that will drive future Health care IoT systems. In [16],
the researchers explain how big data and blockchain can be used to handle medical data in an [oMT
scenario. The usage of blockchain, according to the researchers, improves the reliability and security
of data gathered by sensor network. In [17] A. Siddique et al. use compressive sensing (CS) to
compress the data sensed. By assuming data redundancies, the proposed technique optimizes the
power system., which make up a substantial component of biomedical data. The proposed system's
edge node is where CS is implemented.

application of iomt
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Figure 3: Application of IoMT

Present Health care equipment can be converted into IoMT devices to sense real time patient
monitoring by adding few sensors and modems. IoMT devices can be seen easily for example smart
wearable devices, smart health care kit, health care mobile application that can be used for medical
assistance and medical professional can assist or treat the patient in Real time.

Figure 3 show the various application of IoMT, apart from this some of the IoMT applications are
discussed below: -

Chronic disease treatment

IoMT enable devices allows medical professionals to monitor the patient suffering from chronic
diseases like hypertension, diabetes and heart related disease. The patient's blood pressure, heart
rate, and blood sugar are all tracked using these smart devices and other vital data needed for
understanding the medical condition. The information gathered by the smart devices will be used to
improve medical treatment. It will be used to monitor the progress of a patient and will be used to
decide the future treatment.
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Tele health assistant

IoMT technology helps medical professional to give treatment to the patient without being
physically present at the home of the patient. [oMT give remote monitoring feature that helps to
monitor and assist the patient remotely and it will increase the productivity of health care system.

Lifestyle Assessment

IoMT technology makes health supervision easy by remote monitoring in real time. We can monitor
the physical activities, calculate the calories burnt, and quality of sleep in the real time this is
possible because of the data which is collected by smart wearable device. the data will be used to
plan the diet and helps to enhance our health on the go.

security threats to iomt

IoMT Technology gained rapid growth in health sector as it is easy to use, cost efficient and reliable
but we have to consider the challenges and security risks that are present in IoMT technology.
Present IoMT technology faces some challenges that are discussed below: -

Eavesdropping Attacks

Data Confidentiality Traffic Analysis Attacks
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Figure 4. IoMT security threats [24]
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Confidentiality Threat

Ensures that secret data isn't shared or exposed with anyone who are not authorized to access it [18].
Confidentiality means the protection of a patient's medical information shared with a doctor or
medical staff from being revealed to illegal third parties in the context of the [oMT network. [19].
For example, if the confidentiality of transmitted data is breached, an attacker could intervene
between the sender (e.g., a healthcare equipment) and the receiver (e.g., a mobile phone) to intercept
medical data and steal information [18].

Authentication Threat

One of the most critical safety requirements for an IoMT healthcare system is authentication.
Because of the IoMT devices' universal features, PKI (public key infrastructure) -based
authentication methods are ineffective and non-extensible [20]. Furthermore, hackers take advantage
of a system's poor authentication to gain access to sources based on users' credentials even if they do
not have legitimate credentials [21].

Authorization threats

Attackers may use a poor authorization mechanism on an IoMT network to get access to the
network without having the proper authorization. As a result of users' lack of security training and
awareness Social engineering attacks may be possible with IoMT devices. As a result, a hacker
might mislead the IoMT network and pass themselves off as authorized in order to gain control to
users' medical equipment. [22]. At the case of medical instruments that monitor health status, this
might put the patient's life at risk [23].

Integrity threats

Integrity Assures that data hasn't been tampered with or destroyed unauthorized permission.
Integrity maintains the accuracy of patient-related data such as private health information like health
reports, medical records, and lab results in the IoMT network. Moreover, since IoMT devices are
generally used in untrustworthy environments, Physical hacks that try to compromise device
integrity are a threat to them. The integrity of [oMT networks can be compromised by a man-in-the-
middle (MitM) attack, in which attacker interposes in the connection between the two users and may
alter the transferred data without being detected [25]. Clinical data acquired by an IoMT network,
for example, can be transferred to a remote server or maintained locally in the smart device's
internal memory.

Availability threats

Availability Helps ensure that systems are in good working order and that access to authorised users
is not restricted [26]. As a result, medical data is always available and usable when requested by a
valid authority. When a patient requires uninterrupted care services.In an IoMT network, it's critical
to ensure the availability of device and network resources. [27] [28]. Due to limited resources, [oMT
network is becoming extremely vulnerable to denial-of-service (DoS) attack. Tampering attacks,
battery drainage attacks and congestion are all kinds of DoS attacks that can be used on different
network tiers and have different impacts on the IloMT network [29]
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Conclusion and future work

IoT based health care system or IoMT technology are in developing stage, many researches have
been done to enhance the performance and increase the usage of IoMT technology, side by side the
researchers are looking after at the drawback of health care IoT system. Many researchers have
proposed solution to increase the capabilities of IoMT and they also work to resolve the challenges
present in IoMT technology. Using IoMT technology increases the health care facilities by remote
monitoring and other features but we cannot neglect the issues like data theft, these challenges are
matter of concern and it will be resolved in near future. [oMT networks are sensitive to a series of
security vulnerabilities, posing a substantial danger to the privacy and safety of patients.
Government bodies should also enforce some strict law that will protect the critical data, and should
monitor the law enforcement frequently. This small act can increase the security and privacy while
using IoMT technology and build trust among people to use these health care facilities fearlessly.
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