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Abstract 

 
Cloud MANET is a latest technique in which individual smart devices joins the Cloud 

MANET and can communicate in a distributed fashion. This is advantageous, as the Smart 

device does not need any infrastructural establishments. These nodes communicate together. 

Several MANETS formed in manner can be connected to cloud and can avail cloud services 

in real time. In this paper we attempt to establish a virtual backbone of Cloud MANET nodes 

using the concept Connected Dominating Sets, we also introduced a lightweight security 

scheme in order to avoid blackhole and greyhole attacks. The algorithm uses Q learning 

technique for learning about the capacity of nodes and establishes the CDS in Cloud MANET. 

The entire set up is established with public key infrastructure to emulate block chain based 

security. The concept of smart contract is used to ensure that every transaction is recorded and 

any compromised nodes in the CDS is discovered and eliminated. 
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Introduction 

 

Cloud MANET is a heterogeneous way of connected wireless smart devices to Cloud 

services without the need for any centralized infra structural mechanisms. In Cloud 

MANET, designing solutions for security issues is exigent due to the heterogeneous 

nature of the nodes and the constantly changing topographical structure. More over the 

nodes are energy constrained and heavy algorithms cannot be taxed on the nodes. Due to 

the absence of infrastructure, maintaining security related information on a centralized 

node is hard to implement. Hence, it is imperative to develop a distributed self organizing 

security system to detect the compromised nodes. 

  

 
Figure 1 CDS based MANET Establishment among Nodes in Cloud Network 

 

In Cloud MANET every time the topography of the network changes due to movement of 

the nodes, new routes are established by exchanging routing messages. All the nodes in 

the Cloud MANET will rebroadcast this routing information to their respective neighbors. 

This multiple retransmission of the same message will cause broadcast storm causing 

increase in control overhead and energy consumption. To avoid this backbone will be 

formed using the concept of Connected Dominating Sets and will be used for message 

exchanges. 

  

All data transfer in cloud MANET will go through this Connected Dominating Set(CDS) 

nodes and if any one of the CDS nodes are compromised then data transmission of entire 

network will be disrupted. To avoid this we adopt a block chain based technique to avoid 
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security issues in the Cloud MANET. The technique inherits the robustness of the block 

chain concept and at the same time maintains the simplicity and demands less processing 

power which is more suitable for wireless nodes. Block chain technology uses a 

distributed approach for key distribution and this property very much suits the Scenario. 

The trust value of the nodes is calculated based on the nodes performance in its packet 

routing activities. The trust value is built based on the reward/penalty model of the Q 

learning of reinforcement learning technique adopted in [10].  

 

 
Figure 2 Attack Scenario with Node a8 as Grey Hole Node 

 

 
Figure 3 Node a8 Acknowledging the Packet Blocking a11 
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Literature Survey  

 

Maqsood Ahamed et.al. (2020) proposed a blockchain based security mechanism for 

MANET. In this work the MANET is divided into grid and every grid will have a miner 

node to verify the transactions. The algorithm builds a trust value for nodes based on their 

correctness in delivering the packets to the destination, based on the trust value the 

maliciousness of the nodes are identified. This algorithm is more suitable for static 

environment as dynamic environment will attract additional control overhead when the 

nodes move from one grid to another. Moreover, some nodes are dedicated as miner 

nodes, which will perform the verification process alone, which is not practical in 

MANET with less computational capability.  

 

Jin-Hee Cho et.al, (2011) proposed a technique to secure a MANET using trust chain 

optimization. In this technique, hierarchical model based on stochastic petri nets is used. 

Through this technique, the nodes develop a trust value based on social trust and Quality 

of Service. The trust values are developed based on direct interactions and the indirect 

interactions with the node. The longer the indirect interaction more is the length of the 

trust chain. Though the algorithm efficiently attains secured transaction in MANET, this 

algorithm will be more suitable for static systems and though the concept of stochastic 

Petri nets is used, backbone formation using CDS is not implemented. 

 

May Thura Lwin et.al, devised a technique for detecting grey hole and black hole nodes in 

the Cloud MANET. The transactions in the MANET are verified using the digital 

signatures of the nodes attached to the acknowledgements. The elected verifier nodes 

perform this verification process and the legitimacy of the transactions is estimated and 

updated in the shared ledger. This technique effectively minimizes the overhead and 

computational complexity of the blockchain technology. This technique solves the 

grey/black hole attacks in conventional MANET and work is not extended for Cloud 

MANETs with CDS. 

 

Mayadunna et.al, proposes a reinforcement learning based trust value development in 

which the nodes learn the trust value by interacting with other nodes. This technique 

maintains a packet delivery ratio of the neighboring nodes in a table format. Every node 

maintains information only about its neighbors and hence any grey hole node that lies 

beyond the one hop cannot be identified by the node. This technique detects the grey hole 

behavior only after flooding the MANET with data packets which will create broadcast 

storm and also not adopted for CDS based communication. 
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Gholamreza et.al, introduces the concept of establishing the route between nodes through 

smart contracts without using the encryption or public key cryptography. The nodes will 

reactively make a route request using a smart contract. The smart contract maintains a 

timer and ratifies whether the route reply is legitimate, based on the time taken for the 

reply. This algorithm suffers from a setback as message flooding has to be done for route 

request which will increase the chances for broadcast storm. The authenticity of the 

messages also could not be verified as the algorithm does not adopt any authentication 

technique or public key cryptography. 

 

Yahiatene et.al, proposes a blockchain based algorithm for establishing route in VANET. 

The algorithm creates a Connected Dominating Set for miner nodes in the blockchain. 

The algorithm considers various network performance parameters like connectivity degree 

and average link quality along with social behavior of the nodes to rank them and select as 

mining nodes in the CDS. This algorithm demands higher processing capacity and 

dynamic computation of CDS is unavoidable due to frequently changing topography of 

the VANET. Adopting this algorithm to Cloud MANET is hard as the algorithm depends 

on RSUs processing capacity. Moreover the algorithm less focuses on particular network 

attacks like Grey hole attack and black hole attack. 

 

John et.al, proposed a virtual backbone construction using Connected Dominating Sets in 

MANET. Reinforcement learning algorithm is used to learn about the neighboring nodes 

and the Q value is estimated using feedback based learning. This gives a fair assumption 

of nodes and helps in establishing a backbone in an efficient way. Though this solves 

routing issues in MANET, detection of greyhole attacks cannot be detected using 

algorithm, hence the performance of the algorithm degrades in the presence of spurious 

nodes.  

 

Zhou B et.al, proposed a context sensitive downloading scheme which dynamically 

decides about downloading content from cloud services based on resource availability in 

the nodes. The algorithm stands as a proof for the fabrication of forming MANET of 

smart devices and connecting the same to the cloud to avail cloud computing services in 

real time. 

 

Establishment of CDS  

 

The CDS establishment of nodes joining the Cloud MANET is done using Q learning 

concept used in [10]. The nodes will learn about their immediate neighbor by interacting 

with them. The nodes send a beacon message learn about the neighbors using the 
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acknowledgments received. if the nodes receives an acknowledgement then a reward will 

be assigned to the node and if the packet or acknowledgement is lost then a penalty is laid 

on the nodes. In our algorithm we use the link quality as learning rate parameter and 

residual energy as decay factor. The Q value of the nodes are estimated using the 

Boltzmann distribution in (1).  

 

Q( S, at) = Q( S, at) + γ(Rt+1 + max 
S∈D,F,

 α. Q( S, at+1    (1) 

 

Here γ is the learning rate (link stability) and α is the decay factor, which is residual 

energy. The learning rate controls the speed of learning by using link stability as learning 

rate we ensure node with highest stability receives the highest reward. By using the 

residual energy as decay parameter the learned rewards can be reduced when the energy 

goes down. The nodes establish the CDS using these Q values in a greedy fashion. 

 

Attack Scenario  

 

In this paper, we attempt to detect the CDS nodes in cloud MANET which become smart 

grey hole nodes. In smart grey hole attacks the intermediate nodes behaves as normal 

nodes in the beginning but starts dropping packets destined for a particular destination 

node. These smart grey hole nodes involves in other data transfers normally and forwards 

data to the destinations except for the nodes it has chosen to attack as grey hole. Due to 

this normal behavior it is hard to detect the nodes that involves in the smart grey hole 

attack. 

 

In the given scenario the node a3 sends data to node a11 and the packet will trace the path 

a3 a5 a10 a8 a11 as the Cloud MANET follows CDS based communication. Here the 

node a8 becomes grey hole compromised for the destination node a11 and starts dropping 

the packet for the node a11 alone, while transferring the data to a7 normally.  

 

In the mentioned scenario, since all data destined to a7, which is connected to a11 is 

delivered without any problem, because of this, both the detection mechanism and the 

sending node will arrive at a conclusion that node a8 is not a spurious node. Through this, 

node a11 can be easily isolated and packets destined to a11 can be stopped from reaching 

the node. Due to the dynamic nature of the Cloud MANET it is hard to conclude that the 

node a11 is connected to node a8 but not receiving the data. When packets are 

continuously dropped for a particular node, there may be many reasons behind. 
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1. The residual energy of the destination node would have gone low and node goes to the 

sleep/power saving mode. 

2. The residual energy of the next hop CDS node would have gone below the threshold 

and hence CDS node would have gone to sleep/power saving mode. In this case all the 

one hop nodes which are connected to that CDS node will not receive any data from 

the CDS node and selective dropping pattern cannot be observed. 

3. There are possibilities for the node a8 to become compromised for either black hole or 

grey hole attack.  

 

a. If the node a8 is compromised for black hole attack then it will stop forwarding 

data to all of its connected neighbors (leaf nodes).  

b. If the node a8 is compromised for grey hole attack for it neighbor node a11, then 

it will start dropping the packets destined for the node a11 alone.  

 

Proposed Blockchain based QCDS for Cloud MANET 

 

Verification Using Public Key Cryptography  

 

The proposed Grey Hole attack mitigation scheme is intended to implement in the QCDS 

proposed in [10] a nd discussed in the earlier chapter. Hence, the proposed mitigation 

scheme utilizes the CDS discovered by the Q learning approach. If any leaf node is 

interested to transmit the data packet with the destination, it will always use the Q CDS 

discovered. Let us consider node a3 sends data packet to node a11 the packets will be 

routed through nodes a3-a5-a8-a10-a11. In case if any one of the node in the CDS is 

malicious and exhibits the characteristics of gray hole then the proposed mitigation 

scheme will detect the Grey hole attack node and prevents the attack and the 

acknowledgement will trace the path a11-a10-a8-a5-a3.  

 

In order to ensure the authenticity of the acknowledgment received from the destination 

through the CDS nodes, the received acknowledgments will be verified using public key 

cryptography. Let us consider the acknowledgement messages from node a11 to a3 

through the CDS nodes a8, a10 and a5. Here the acknowledgement message of node a11 

“ack a11, a8” is encrypted using a11‟s private key Kpr(a11) and it is represented as 

EKpr(a11) (ack a11, a8) Similarly, the CDS nodes a8, a10 and a5 will encrypt the 

cumulative encrypted acknowledgements received from its Cached/routing neighbors. 

The cumulative encrypted acknowledgments of normal scenario is represented in table 1. 
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Table 1 Normal Acknowledgement Scenario 

 

Acknowledgement Cumulatively 

encrypted by the nodes 

Message Format 

Encrypted ACK 

by the node a11 

EKpr(a11)(ack a11,a8)  

 

Encrypted ACK 

by the node a8 

EKpr(a8)(ack a11,a8|EKpr(a11)(ack a11,a8))  

 

Encrypted ACK 

by the node a10 

EKPr(10)( ack a10,a5|EKPr(a8)(ack a8, 

a10)|EKpr(a11)(ack a11,a8))  

 

Encrypted ACK 

by the node a5  

EKPr(a5)(ack a5,a3|EKPr(10)( ack a10,a5 

|EKPr(a8)(ack a8, a10)| EKpr(a11)(ack a11,a8)))  

 

As per the proposed scenario, the sender node a3 depends on node a6, which will act as a 

verifier node according to the principle of Blockchain approach, for verifying the 

authenticity of the acknowledgment received. Hence, node a6 will take the responsibility 

of verifying the legitimacy of the acknowledgement received by the sender node a3. Here 

node a6 will ensure the authenticity by decrypting the received cumulatively encrypted 

acknowledgement routed through the nodes a11, a8, a10, a5 and a3. Initially the verifier 

node uses the public key of node a5 to decrypt the cumulative encrypted 

acknowledgment. After the decrypting using a5‟s public key, the verifier node can see the 

acknowledgement of the previous routed node a10. In this way the decryption process will 

be carried out and same is represented in table 2.  

 

Table 2 Verification of the Acknowledgements 

Acknowledgement 

decrypted by the 

verifier node a6  

Message Format 

by applying the public 

key of node a5 

DUPr(a5)(ack a5,a3|EKPr(10)( ack a10,a5 |EKPr(a8)(ack a8, a10)| 

EKpr(a11)(ack a11,a8)))  

by applying the public 

key of node a10 

DUPr(10)(ack a10,a5|EKPr(a8)(ack a8, a10)|EKpr(a11)(ack 

a11,a8))  

 

by applying the public 

key of node a9 

DUPr(a8)(ack a8,a10|EKpr(a11)(ack a11,a8))  

 

by applying the public 

key of node a11 

DUpr(a11)(ack a11,a8)  

 

 

In case if there is no malicious node involved in the transaction, the verifier node can 

easily find the acknowledgment from a11. If any malicious node involved in the 

transaction, then the verifier node could not deduce the acknowledgement from node a11. 

In case if any fake acknowledgment has been inserted into the acknowledgement then the 
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decryption cannot be done using the public keys of the nodes. In this way verifier node 

can verify whether the packet has reached the destination and the legitimacy of the 

acknowledgment. The verifier node updates the shared ledger using the principle of block 

chain if any one of the nodes is found to be spurious. 

 

In case of node a8 is grey hole in nature and it drops the packets for a11; in this scenario 

node a11 „s acknowledgement cannot be verified by the verifier node because the packet 

was dropped by a8. If the acknowledgement from a11 was lost during the transaction then 

also a6 could not see the acknowledgement from a11. Hence, either a3 or a6 could not 

arrive at the conclusion that a8 is malicious. To ascertain that any one of the CDS node 

such as node a8 is malicious, probe packets will be sent through the same CDS between 

the source and destination.  

 

In order to detect the probabilistic drop of packets, if the node a3 wants to send data to 

node a11, it first transmits a set of probe packets to a11. The receiver node a11 on 

receiving the probe packets will send acknowledgements back to a3. The 

acknowledgments received for probe packets will then be forwarded to the verifier node 

a6 by the sender node a3. The node a6 will verify the authenticity of the packet delivered 

by decrypting acknowledgements of the intermediate nodes using the respective public 

keys. If any intermediate node is found to have sent the fake acknowledgement then the 

authenticity test fails and the delivery status of that packet is considered to be a failure.  

 

It is not possible to arrive at the conclusion, that node a8 is a grey hole node, based on a 

single acknowledgement drop, due to dynamic nature of Cloud MANET, either the packet 

drop or the acknowledgement drop is normal during data transmission. Hence fixing the 

threshold for the Packet Delivery Ratio will aid in detecting the grey hole malicious 

behavior of the node. If the PDR of probe packets is less than threshold, which means 

majority of the probe packets are dropped then the verifier node will detect the malicious 

intermediate CDS node, which has caused the packet drop. Sometimes intermediate 

malicious nodes might generate fake acknowledgements without delivering the packet to 

the destination. Hence, the verifier node will play a vital role in detecting the malicious 

node, which is causing packet drop and generating false acknowledgements. Hence, it is 

significant to incorporate cumulative signature using public key cryptography into the 

acknowledgement packets, through this the verifier node can decrypt the 

acknowledgements using the public keys. At the same time fake acknowledgement, 

generation is also detected, as the malicious node will not know the private key of the 

receiver. Through this technique, the verifier node will detect the presence of Grey hole 

node in the CDS using the packet delivery ratio of the probe packets and the exact node 
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which exhibits the grey hole behavior is identified by using public key encryption in 

acknowledgement packets. 

 

Shared Ledger 

 

In blockchain technology shared ledger is a database which records all the transactions 

occurring in the blockchain. This shared ledger is shared among all the members of the 

block chain and all the members will have the same copy of the ledger. The members of 

the blockchain will update the ledger independently, if they receive an update from the 

designated authority members. All the transactions are recorded along with the timestamp. 

As the ledger is maintained in a distributed fashion, it is free from failure, unauthorized 

access and modification. 

 

The shared ledger concept is emulated and used for updating the packet delivery ratios of 

probe packets sent by the verifier nodes. The shared ledger contents will be copied to all 

the nodes in the Cloud MANET, any addition to this shared ledger content will be updated 

incrementally to the nodes. None of the nodes including the verifier nodes in the Cloud 

MANET is allowed to make changes like deleting or updating the existing content of 

shared ledger. The verifier nodes can only add the PDR about the latest probing it has 

done against the suspicious nodes.  

 

The verifier node, after sending the set of probe packets by the sender node to the 

suspicious node, will receive the acknowledgments and will verify it. Post verification, 

the packet delivery ratio of the probe transaction between the verifier node and the 

suspicious node will be updated into the shared ledger along with the time stamp. This 

addition will be reflected in all local copies of the shared ledger maintained by the 

individual nodes. The smart contract, which runs on the nodes, will take appropriate 

action based on the updated PDR in the shared ledger. Nodes will update the shared 

ledger content only if it is from their respective verifier nodes and hence the reliability of 

the information is preserved. Since nodes independently update the shared ledger, the 

possibility of populating shared ledger with wrong data is reduced. Any verifier node can 

recheck the updated data if they found the entry to be spurious.  

 

Smart Contract in Block Chain based Q CDS 

 

Smart contracts are pieces of code that get executed automatically when some pre stated 

conditions are met. These codes are stored along with the shared ledger in all the members 

of the blockchain. Theses codes are automatically executed when an update is done to the 
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shared ledger. All members will have same set of codes and will take same action on 

receiving the ledger update.  

 

 In the algorithm, all nodes, which are joining the Cloud MANET will agree upon a set of 

agreements and this will be implemented through smart contract like codes. These codes 

are executed as soon as the shared ledger is updated with a probe PDR, which is less than 

the defined threshold. In this technique, the PDR is updated in the shared ledger by the 

verifier node and all nodes will receive this update from their respective verifier nodes.  

 

On receiving an update to the shared ledger, the smart contracts that are running in the 

nodes will start verifying for the threshold value of the probe PDR. If this PDR is found to 

be less than the threshold then the nodes will adjust the Q value of the suspicious node in 

the Q table to minimum value. In this technique, the Q value of the suspicious node will 

be negated. The smart greyhole node drops packets, which are destined for a particular 

node and will deliver the packet destined for other nodes without any intentional 

dropping. This selective dropping of packets will make the greyhole node to gain enough 

rewards to stay as a CDS node, but the verifier nodes will send the probe packets for 

particular destination and will deduce the PDR thereby ascertaining the greyhole 

behavior.  

  

Sample code in smart contract 

If (PDRprobe(ns) < PDRth) 

then 

 Q(ns)=(-1) x Q(ns) 

else 

Q(ns)= Q(ns) 

endif 

 

Consensus Mechanism  

 

The consensus mechanism is a robust technique which helps the members of the 

blockchain to agree upon a transaction that has happened in the blockchain network.  

 

Not all member nodes of the Cloud MANET can do the verification of acknowledgments 

and updating of shared ledger. The consensus mechanism proposed in blockchain 

technology such as Proof of stake, Proof of work and Proof of authority cannot be 

implemented as such in the Cloud MANET scenario, as these processes are still CPU 

cycles and energy consuming. Hence, we adopt a customized version of proof of 

Authority technique called distributed Proof of Authority. In this technique, the algorithm 

selects a node, which has high processing capacity and residual energy as verifier nodes.  
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Apart from the above terms the algorithm requires the following condition to be met, 

1. No CDS node can become a verifier node. This is done because in CDS, based Cloud 

MANET, the greyhole behavior exhibited by the CDS nodes only will affect the 

communication and packet transmission and the greyhole behavior of other nodes will 

not affect the packet transmission in the Cloud MANET. 

2. All nodes in the Cloud MANET will be in a one hop distance to any one of the verifier 

nodes. This is done to enable any node to communicate with their respective verifier 

nodes without depending the CDS nodes.  

3. All verifier nodes are connected to each other directly. (MESH/CDS) This is done to 

enable the verifier nodes receive the updates done to the smart contract directly from 

verifier nodes without depending on the spurious CDS nodes. 

 

Public Key Infrastructure  

 

In this mechanism, every node, while joining the Cloud MANET derives two keys for 

themselves, the private key and public Key. Every node shares the public key to all other 

nodes in the Cloud MANET and holds the private key secretly. The Cloud MANET 

follows an asymmetric key encryption mechanism in which all the transactions will be 

encrypted using the private key and the receiving node will use the sender‟s public key to 

decrypt it.  

 

When a node receives a packet from any source node in the Cloud MANET it replies with 

an acknowledgment duly attached with a hash calculated using its private key. The 

acknowledgement traces the same path towards the source of the data and all intermediate 

nodes add their signature to the acknowledgement packet encrypted using the respective 

private keys. Through this mechanism, any node sending false acknowledgements can be 

detected. The acknowledgement can be verified by decrypting the signatures using the 

respective public keys. 

 

Proof of Authority 

 

Cloud MANET nodes are resource constrained and exhaustive verification of all 

acknowledgement packets by the source nodes is intangible. Hence, the technique of 

proof of authority is (POA) is used to verify the acknowledgements. This selects the 

nodes with highest possible energy and processing capacity to become verification nodes. 

In order to choose POA nodes, trust values of nodes calculated by estimating the 

trustworthiness of the nodes. This is done by using the estimates Q value of the nodes 

using Q Learning algorithm and the node which has the highest Q value other than CDS 
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nodes is selected as verifier nodes. If more than one node meet this criteria then the node 

with highest energy and processing capacity will be consider as PoA node.  

 

The verifying nodes verify the signatures attached to the acknowledgement packets and if 

it found to be genuine the transactions will be updated into a table, which plays a similar 

role of the ledger in Blockchain. This verification process is distributed across several 

nodes in the Cloud MANET and the POA node, which is connected In hop to the source 

node, will be verifying the transaction.  

 

In the given scenario, assume node a4, a6 and a12 as verifier (PoA) nodes, these verifier 

nodes will be verifying all the acknowledgements received before uploading the 

transaction into the ledger. The ledger will be shared to every node in the Cloud MANET 

but only the POA nodes are entitled to make updates as well as share new updates on the 

ledger. If node a2 sends a data to node a3 the packet traces the path a2 a1 a5 and a3 after 

successful delivery of the data the node a2 will receive a acknowledgment with signatures 

added to it. Here the node a2 will communicate this to the neighboring verifier (POA) 

node a4 for further verification of signatures, the PoA node verifies the acknowledgement 

and then uploads the changes in the ledger if needed. 

 

Election of Verifier Node 

 

When a sender node wants to verify a set of transactions for its validity against a 

suspicious node, the node will send a verification request to all the nodes within its range 

(i.e, one hop neighbors), if more than one neighbors are available for that node. The node, 

which first responds to this request, will be considered as the verifier node. By 

considering the earliest response, we ensure the following.  

 

1. The responding node has a reasonable link stability to communicate with the 

requesting node. 

2. The responding node‟s buffer queue is not congested and free enough to receive 

the request. 

3. The responding node is not on standby mode due to low residual energy. 

4. The CPU of the responding node is not occupied as it has processed the request 

and responded back. 

 

 

 



Webology, Volume 18, Special Issue on Artificial Intelligence in Cloud Computing 

January, 2021 

101                                                               http://www.webology.org 

If the requesting node has only one neighbor then that neighbor will be elected as the 

verifier node.  

 

Algorithm for Verification Process 

 

Step1: Start Verification Process 

Step2: Send probe packets to the destination node. 

Step3: Receive acknowledgment from destination along with Digital signatures of all 

intermediate nodes. 

Step4: Elect the neighbor node which has the highest Q value as verifier node. 

Step5: Forward the received acknowledgements to the verifier node. 

Step6: Receive the updates PDR through shared ledger from the verifier node after validation of 

transactions. 

Step7: Apply smart contract policy with the latest PDR in all nodes 

Step8: If (PDRprobe(ns) > PDRth) 

Q(ns)= Q(ns) 

Update the shared ledger with the PDR.  

Start packet transmission 

else 

Q(ns)=(-1) x Q(ns) 

Declare the particular node as spurious node. 

Update the Q value in shared ledger 

Reinitiate the CDS discovery process.  

Step9: Repeat Step1 periodically. 

Step10: Stop 
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Flowchart of Block Chain based Q CDS 
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Implementation 
 

A proof of concept design has been developed for the algorithm in Green cloud extension 

of NS2 with the following set up and compared against the Q CDS and implemented in 

Cloud MANET in the presence of malicious node. 

 

Parameter Values 

Number of nodes 100  

Speed Upto 20m/s 

Mobility Model Random Waypoint 

Node Placement  Random 

Initial Energy of the node 400 Joules 

Simulation Area 1000m X 1000m 

Simulation time  10 mins 

Switches in cloud  2 

No of servers  2 

 

The QoS parameters of the Cloud MANET are measured by simulating the using NS2 and 

by introducing up to 10% grey hole nodes in the Cloud MANET. 

 

 
 

The above figure illustrates the packet delivery ratio of the Cloud MANET which has 

blockchain based Q CDS. The algorithm behaves similar to the normal QCDS algorithm 

in the absence of spurious nodes. When the number of spurious nodes increased then 

blockchain based CDS performs better in terms of Packet Delivery Ratio. Block chain 

based CDS performs 14% better than Q CDS. The increase in PDR is because the gray 
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hole behavior of the nodes are detected and stopped by using blockchain based detection 

technique. 

 

 
 

The above figure is the measure of average end to end delay of the Cloud MANET in the 

presence of grey hole nodes. Initially, the delay is more in the case of blockchain based 

CDS as probing of the CDS performance and updating of shared ledger is done before 

data transmission. But as the number of spurious nodes increases then blockchain based 

CDS outperforms the QCDS. Block chain based CDS exhibits 13 % lesser delay than Q 

CDS. 
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The above diagram depicts that energy consumption of nodes implementing the 

blockchain based CDS. The proposed technique consumes 13% more energy than Q CDS. 

The proposed algorithm consumes more energy due implementing of distributed ledger 

and the smart contract among the nodes in the Cloud MANET. Frequent probing of CDS 

performance also contributes to the increased energy consumption of the algorithm. 

 

 
 

The above diagram shows the control overhead of the blockchain based CDS. The control 

overhead is initially more than other two algorithms in the absence of grey hole nodes. 

The control overhead of the Q CDS increases as the number of grey hole nodes increases 

due to multiple retransmission of data and frequent re computation of CDS. Blockchain 

based CDS performs better as the number of grey hole nodes increases in the Cloud 

MANET. The block chain based CDS has 16.7 % less control overhead than QCDS. 

 

Conclusion 

 

The proposed algorithm for blockchain based CDS using Q learning in cloud MANET 

performs better when grey hole nodes are present in the cloud MANET. The algorithm 

suffers a setback in end to end delay and control overhead when there are no spurious 

nodes in the network but when the number of spurious nodes increases the blockchain 

based CDS outperforms QCDS in Cloud MANET scenario. The algorithm now probes the 

CDS performance before every transaction resulting in increased control overhead and 

delay. In future, this probing can be done as a learning process and the performance can 
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be evaluated using the normal data transaction, which will reduce the control overhead 

and delay. 
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