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Abstract 

 

In the present scenario, big data is facing many challenges regarding the data privacy and 

data security. Nowadays, new laws and regulations like GDPR is required for companies to 

define privacy policies complying with the preferences of their users. This type of 

regulations prevents the disclosure of sensitive data of users, even if occurs accidentally. In 

this research, a hybrid cryptographic model based on AES and RSA is proposed to identify 

and mask the sensitive data to identify many threats to information confidentiality. A hybrid 

cryptography algorithm in the context of masking is proposed to effectively transfer big 

data through the cloud. The hybrid algorithm is created by combining more than one 

algorithm. This algorithm enables the user to select the data to be masked and encrypted. 

For protecting data stored in the cloud, the proposed hybrid algorithm includes RSA and 

AES. Along with these algorithms, the multilayer perceptron neural network is used for key 

generation and key exchange. A credit card client's dataset from the UCI machine learning 

repository is used for the evaluation. From the dataset the sensitive attributes are selected 

using the depth first search (DFS) technique. The sender encrypts the data using the RSA 

algorithm and a key to create masked data using public key. The AES algorithm is used to 

encrypt the RSA key. The encrypted key and masked data are then sent to the receiver. To 

decrypt the RSA key, the receiver uses the AES decryption. Finally, the decrypted RSA key 
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is used by the receiver to translate the masked data back to the original data with private 

key. The proposed model obtained the overall accuracy of 95.23% accuracy and an average 

computational time of 300 nano secs. 
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Introduction 

 

Privacy (data privacy) is characterized as an individual's or organization's right to control 

when, who, and how much data in a computer network is exposed to the third party. It is 

enshrined in the Indian constitutions as a constitutional right. Any person or entity is 

supposed to protect data privacy when disseminating data and technologies. Typically, an 

agency collects data ranging from a tiny amount to a significant amount with or without the 

consent of the customer. This information can be utilized for determined collection like 

other uses such as data mining, marketing, automatic decisions making, and profiling. A 

company can also exchange this information with third parties without the data owners' 

prior knowledge. Furthermore, data that is not adequately covered by a system could expose 

the user to risks such as present location, profile exposure, data traffic analysis, identity 

exposure, or behaviour tracking (Ram G S and Sushmita R. 2020). 

 

Many countries have enacted data security frameworks or other types of regulations to 

safeguard users' data. The European Union (EU) was the first to propose the General Data 

Protection Regulation (GDPR), which would act as the legislative tenet for protecting 

consumer information within EU territories. It is the duty of data processor, according to 

GDPR, to secure the user's information. GDPR gives data owners some privileges about 

their data, imposes processing regulations, and limits how companies can access personal 

information. Likewise, the Indian Government recently proposed the Personal Data 

Protection Bill-2019 (PDPB-2019) for establishing a legislative basis to protect personal 

information from organizations working in India. It was a draught designed for securing the 

information and privacy of every person living in India, and it explains how data processing 

will take place outside of India (Nils G et al. 2018). 

 

Data Protection = Legal Framework + Technical Standards 

 

Big Data is described as a massive amount of data with a mix of different data formats and 

a high variety (Priyank J et al. 2016). The vast majority of databases are stored in the cloud 
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storage system for retrieval and analysis. Instead of a PC or a local server, cloud computing 

allows us to compute over the internet by using a network of distributed server located on 

the Internet for storing, processing, and handling information. It is the rapidly evolving 

model for providing easy, on-demand networks and ubiquitous accesses to the variety of 

computing services (Pan Y et al. 2020). Through the use of Hadoop, cloud computing could 

perform the distributed query over various databases responses in a periodic way. Hadoop 

offers a platform for distributed data collection, allowing for the storage and analysis of 

massive amounts of information on commodities hardware (Ismail H et al. 2018). Cloud 

computing is a new technique that is increasingly being used for Big Data processing. Since 

the cloud is untrustworthy, certain cryptographic methods are used to encrypt the user's 

sensitive data (Yuanzhao et al. 2020). 

 

 
Figure 1 Big Data Security and Privacy Fields 

 

In this research, a hybrid cryptography algorithm in the context of masking is proposed to 

effectively transfer big data through the cloud. The hybrid algorithm was created by 

combining more than one algorithm. This algorithm enables the user to select the data to be 

masked and encrypted. For protecting data stored in the cloud, the proposed hybrid 

algorithm includes RSA (Rivest Shamir Adleman) and AES (Advanced Encryption 

Standard). Along with these algorithms, the multilayer perceptron neural network is used 

for key generation and key exchange. From the dataset the sensitive attributes are selected 

using the depth first search (DFS) technique. The sender encrypts the data using the RSA 

algorithm and a key to create masked data using public key. The AES algorithm is used to 
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encrypt the RSA key. The encrypted key and masked data are then sent to the receiver. To 

decrypt the RSA key, the receiver uses the AES decryption. Finally, the decrypted RSA key 

is used by the receiver to translate the masked data back to the original data with private 

key. 

 

Related Works 

 

When used individually, the RSA and AES algorithms were incapable of meeting the 

requirements of file encoding durability and protection. To address this problem, Abhishek 

G and Asha A proposed a hybrid algorithm for encryption using AES and RSA for 

improving the encryptions efficiency and security. According to the comparisons of the 

RSA and AES algorithm related to encryption and decryption duration, security, 

management of key, and key lengths, this model integrated the advantages of the two 

algorithms. In the encryption process, the speed advantage of the AES algorithm was 

utilized, as well as the reliability and management of key benefit of the RSA algorithm, and 

the encoding power of each was combined for encrypting the data. However, some flaws 

remain in this model, like the failure to protect from replay attacks in the file encoding 

method and tampering (Abhishek G and Asha A. 2021). 

 

Vanaja M et al. 2019, proposed an encryption method that used a variety of encryption 

algorithms to protect data. The conjunction of the RSA and AES algorithms was utilized in 

this work to efficiently protect the transmitted data. The RSA algorithm was utilized to 

encrypt plain text files, and the AES algorithm was later utilized for double encryption. In 

comparison to various encryption techniques, the integration of AES and RSA was effective 

in cracking the key and reading the results. In comparison to a single algorithm with the big 

key length, two separate algorithms could keep the data safe. 

 

Roshan J et al. 2021, proposed an algorithm for security that served as a data encryption 

method. The encryption algorithm encrypted all data saved in the cloud for users. This 

encryption algorithm was used to encrypt documents transferred to cloud servers. In 

addition, the proposed algorithm took less time to encrypt and decrypt files than other 

algorithms, according to the results. Avalanche effect and entropy values showed that the 

algorithm's cipher data was equal to industry requirements. The encryption time pattern 

demonstrated that this algorithm would become increasingly useful as file size increased. 

 

Youssef M.E et al. 2019, proposed the Intelligent Framework for Health care Data security 

as a security system. IFHDS enables the reliable and efficient processing of big data using 

a column-based technique with minimal effect on data processing efficiency. The model 
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planned to hide personal information and encode only sensitive information. The IFHDS 

divided sensitive information into various parts based on sensitivity levels, with every part 

was saved independently on distributed servers of cloud. Dividing data depending on 

sensitivity levels prohibited the cloud providers from destroying the whole record of data if 

a portion of the data was successfully decrypted. The experimental findings represented that 

this model secured confidential patient data while taking a reasonable amount of time to 

compute as opposed to other latest security techniques. 

 

Viswanath G and P. V Krishna 2020, proposed an encryption algorithm for protecting big 

data in a multi-cloud computing environment. This architecture protected big data from 

tampering, insider, and denial-of-service attacks. For protecting the big data saved in the 

multi-cloud, this architecture utilized the uploading of data, indexing, slicing, encoding, 

distributions, decoding, recovery, and combining processes. For achieving a high 

Avalanche effect, the encryption algorithm in this work combined the features of AES and 

the Feistel networks. This hybrid encryption algorithm was created to protect big data 

before storing it in multi-cloud. 

 

Kalaiselvi R.C and S.M. Vennila 2021, implemented a framework with key features like 

enhanced user’s data protection and privacy. The modified AES-128-bit algorithm was 

utilized to increase the encryption method's speed. The parameters of the custom-AES-

Algorithm like block-sizes, salt-size, secret-key length, and cipher-modes, were modified. 

This model reduced the duration required for encoding and decoding, utilized lesser 

memory, and maximized entropy. This model was appropriate for applications where time 

and memory were main factors. 

 

Proposed Methodology 

 

In this research, the hybrid algorithm is proposed to secure the big data in cloud system. 

The proposed model protects the big data from privacy and enhances the security. The 

developed hybrid algorithm integrates the functionalities of RSA and AES algorithms for 

achieving higher efficiency related to encryption and decryption with masking the data. The 

Key generation and key exchange are performed by the using the multilayer perceptron 

neural network model. The dataset from the UCI repository is used for the evaluation. 

 

Big data refers to very large databases. It is an aggregation of massive datasets that cannot 

be managed using conventional computing techniques. Big data refers to a whole topic 

rather than just data that can be analyzed using different methods, software, and 

frameworks. Hadoop is a dynamically distributed computing platform that can efficiently 
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store and share very large datasets at once on servers that can run in parallel. Hadoop stores 

data in clusters, offering a one-of-a-kind computing approach built on distributed file 

systems. Hadoop's special capability of projecting data across clusters speeds up data 

analysis. Hadoop allows businesses to easily access and process data in order to produce 

the values needed by the organizations, while providing companies with the resources to 

gain useful insights from different types of data sources that are running in parallel (Divya 

D and G Santhi. 2021). 

 

The key objective of this proposed model is to improve a secure and efficient model for 

data privacy with masking by integrating the cryptographic process. For masking the data 

for preserving privacy, the AES and RSA algorithm with Multilayer Perceptron algorithm 

is used for key generation and key exchange. The reason for using RSA and AES is that 

AES is quicker in encoding and decoding whereas RSA utilizes challenging mathematical 

operations. This integration is significant to encrypt sensitive data. The Depth First Search 

(DFS) method is used in this research for selecting the sensitive attributes from the dataset. 

This hybrid algorithm transmits the masked data via the cloud effectively in a secured way. 

 

RSA Algorithm 

 

The most widely utilized public key algorithm for encryption is the RSA. It is both an 

asymmetric encryption algorithm and an encryption approach based on massive integer 

factorizations. The RSA algorithm's keys emerge in pairs, and data encryption is performed 

by the public and private keys. The public key was recognized to all and is utilized for 

encrypting the information and validate signatures; the private key decodes and signs the 

data. The RSA algorithm with 1024-bit size is used in this research. 

 
Figure 2 RSA Algorithm Process [Matthias D et al. 2021] 

 

Steps to be followed for RSA Algorithm 

• Generate the pair of large, random prime’s p and q. 

• Calculate the modulus n as n = p*q. 
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• Choose an odd public exponent e among 3 and n-1 that was similarly prime to p-1 

and q-1. 

• Calculate the private exponent d from e, p and q. 

• Output (n, d) as private key and (n, e) as the public key. 

 

c = ENCRYPT (m) = me mod n   (1) 

m = DECRYPT (c) = cd mod n   (2) 

 

Overall, the most significant benefit of the RSA technique was that it has strong 

management of key functionalities and securities, and its security is computationally better 

than the AES approach. The RSA approach has two private and two public keys. The public 

key was utilized to encrypt, and the private key was utilized to decrypt, and the key for 

encryption differs from the decryption’s key. If the data was encrypted with the specific 

key, it should be decrypted with the same key that vastly improves its protection. The 

complexity of the mathematical inverse equation of the encryption approach determines the 

security of RSA cryptosystem. It's known as the complexity of factorizing big numbers. 

Keys in the RSA approach are powers of big integers; if the key size is longer, it is very 

difficult to crack (Matthias D et al. 2021). 

 

AES Algorithm 

 

AES is a block cipher with a 128-bit block length. It serves three key lengths: 128, 192, and 

256 bits. In this research, AES with a key length of 256 bits was proposed. For 256-bit keys, 

the encryption process consists of 14 rounds of processing. Except for the final round in 

every case, the rest of the rounds are equal. Since AES executes all of its operations in terms 

of bytes rather than bits, the 256-bit was treated as 32-byte. This 32-byte is organised in a 

4X4 matrix. 

 

Every round of encryption and decryption consists of the four phases mentioned below: 

 

• SubBytes: a non-linear substitution phase in which every byte was changed with 

another based on the S-box table. 

• ShiftRows: a transposition phase in which every row of the state was moved circularly 

certain times. 

• MixColumns: a mixing operation that works on the state's columns, adding the four 

bytes in every column. 

• AddRoundKey: every byte of the state was integrated with the round key; every round 

key was extracted using a key schedule from the cipher key. 
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Just three moves are performed in the final round: SubBytes, ShiftRow, and AddRoundKey. 

While the same steps are utilized in both encryption and decryption, the order in which the 

steps are performed differs, as shown in Figure 3. 

 

 
Figure 3 AES-256 Bit Architecture [Shashikant K et al. 2015] 

 

AES reliably outperforms in both software and hardware platforms in a diverse variety of 

conditions. These incorporate 8 and 64-bit architectures, as well as DSPs. Its intrinsic 

parallelism allows for more effective use of processing power, resulting in excellent 

program efficiency. This method has a quick key initialization time and excellent key 

agility. It takes small memory to execute, making it appropriate for constrained-space 

conditions. The framework has a high likelihood of learning from instructions-level 

parallelism. AES has no significant weaker key. It accepts any blocks and key size that is a 
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multiple of 32 (Higher than 128-bits). Even with the large number of test cases, statistical 

analysis of the cipher text was not feasible. 

 

 
Figure 4 Process of RSA and AES Hybrid Model 

 

The two algorithm’s advantages related to encryption and decryption duration, management 

of key, security, and key size are based on a comparison of the AES algorithm and the RSA 

techniques. This work fully utilizes the AES algorithm's speed advantage in the encryption 

process, as well as the RSA algorithm's reliability and advantage of managing key, and uses 

the power of both techniques for encrypting the data. Data privacy encompasses many 

areas, with this research focusing on IC (Information Confidentiality). The above was a 

basic privacy protection principle in which users require that secrecy of their personal 

information, also known as sensitive information, be preserved in order to secure it from 

unauthorized access (Shashikant K et al. 2015). 
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DFS Approach for Attributes Selection 

 

Searching or tracking is one method to solve general problems. Searching is a process of 

looking for a solution of a problem through a set of possible state space (state space). Depth-

First Search (DFS) algorithm is a method that included of blind search. That is, the search 

is done by ensuring all vertices have been visited, but without the exact solution or a 

suboptimal solution. DFS is a searching algorithm that utilizes the data structure collection 

as it reaches a vertex or node. DFS technique is integrated with the proposed model to select 

the attributes from the dataset. Initially, the data from the dataset is masked and encrypted. 

The encrypted data is transferred to the cloud and stored. 

 

The original data is masked (obscured), and the outcomes are permanent; there is no need 

to reverse the masking. Data masking is a fine-grained security method used to protect  

field-level data features. It could leave the data extremely portable for data records 

containing private personally identifiable information (PII), thus leaving various                        

non-personally identifying data types available for usage (Loredana C et al. 2020). 

 

To maintain the AES algorithm’s security, the key should not be reached by the insecure 

third parties, and the key must be addressed earlier; otherwise, the key would be constantly 

modified. In this research, the RSA algorithm’s public key was utilized in the hybrid 

algorithm's encoding process to encrypt the input data to produce masked data, and then the 

AES algorithm was utilized for encrypting the RSA’s public key and the AES key for 

creating masked data. 

 

In the RSA approach, the public key was made public, while the private key was utilized 

for decoding and is kept privately. As the private RSA key was kept secret, public RSA 

encrypted data cannot be decrypted because the AES key is not included in the key. The 

information is not encrypted. In the hybrid algorithm, mathematical operations generate the 

RSA algorithm's public and private keys at random. As the private RSA key is kept 

confidential, it is not possible to decrypt public RSA encrypted files because the AES key 

is not included in the key. The files are not encrypted. In the hybrid algorithm, mathematical 

operations produce the RSA algorithm’s private and public keys at random. 

 

Multilayer Perceptron for Key Generation and Exchange 

 

Between the receiver and sender, a multilayer perceptron (MLP) synaptic simulation weight 

dependent undisclosed key was generated. For a given session, the multilayer perceptron of 

the sender and receiver selects the same single hidden layer from a collection of multiple 

hidden layers. For this session, every other hidden layer was deactivated, which ensures 
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that their hidden (processing) units do nothing to the inputs. Either the synchronized equal 

weight vectors of the inputs layer, active hidden layers, and output layers of sender and 

recipient becomes the session’s key, or the session’s key could be formed utilizing the 

equivalent hidden unit’s output of the activated hidden layers. 

 

 
Figure 5 Multilayer Perceptron Neural Network Architecture 

 

In every session, the sender and receiver MLP function as the single layer network with a 

selected active hidden layers dynamically and K numbers of hidden neuron, N number of 

inputs neuron with binary inputs vectors, 𝑥𝑖𝑗 ∈ {−1, +1}, discrete weight produced from 

inputs to outputs that lie among -L and +L, 𝑤𝑖𝑗 ∈ {−𝐿, −𝐿 + 1, … + 𝐿}. Where i = 1, ..., K 

indicates the perceptron's ith secret part and j = 1, ..., N the element of the vectors and single 

output neuron. The weighted average of existing input values was utilized to determine the 

output of hidden units. As a result, equation 1 is used to express the state of every hidden 

neuron. 

 

ℎ𝑖 =
1

√𝑁
𝑤𝑖𝑥𝑖 =

1

√𝑁
∑ 𝑤𝑖,𝑗𝑥𝑖,𝑗

𝑁
𝑗=1     (3) 

 

The ith hidden unit’s output is expressed as, 

 

𝜎𝑖 = 𝑠𝑔𝑛(ℎ𝑖)       (4) 
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However, if ℎ𝑖 = 0 then 𝜎𝑖 = −1 to generate a binary result. As a result, 𝜎𝑖 = +1, if the 

weighted number of its input was positive; otherwise, it was inactive, 𝜎𝑖 = −1. A 

perceptron's total outputs was the hidden unit’s product, as formulated in equ 4. 

 

𝜏 = ∏ 𝜎𝑖
𝑘
𝑖=1        (5) 

 

Random weights and input vectors for a multilayer perceptron are used as inputs. 

 

The secret key is obtained by synchronizing inputs and outputs neuron as vectors are output. 

Step 1: Initialize the weight value of synaptic connections randomly among the input layers 

and a chosen triggered hidden layer. 

 

Where 𝑤𝑖𝑗 ∈ {−𝐿, −𝐿 + 1, … + 𝐿} 

 

Step 2: Repeat step 3 to 6 till the full synchronization was accomplished. 

 

𝑤𝑖,𝑗
+ = 𝑔(𝑤𝑖,𝑗 + 𝑥𝑖,𝑗𝜏𝛩(𝜎𝑖𝜏)𝛩(𝜏𝐴𝜏𝐵))   (6) 

 

Step 3: Produce a random input vector X. A third party generates the inputs. 

 

Step 4: Using equation 7, calculate the value of the active hidden neuron of the activated 

hidden layers. 

 

ℎ𝑖 =
1

√𝑁
𝑤𝑖𝑥𝑖 =

1

√𝑁
∑ 𝑤𝑖,𝑗𝑥𝑖,𝑗

𝑁
𝑗=1     (7) 

 

Step 5: Using equation 8, calculate the values of the output neurons.  

 

𝜏 = ∏ 𝜎𝑖
𝑘
𝑖=1       (8) 

 

Exchanging the outputs of the system, compare the output values of MLP. if Output (A) ≠ 

Output (B), Go to step 3, else if Output (A) = Output (B), hence one of the appropriate 

learning-rules was implemented, and only the hidden unit with the output bit equal to typical 

outputs are trained. Just upgrade the weight if the perceptron's final outputs values were 

equal. When synchronization was eventually accomplished, the synaptic weight for both 

systems were similar. 

 

Weight vectors among the input layers and the active hidden layers of MLP system become 

equal at the completion of the full weight synchronization phase. The performance of the 

source MLP's enabled hidden layer was utilized to generate the secret sessions key. This 

session key was not sent across the public channels since the performance of the receiver 
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MLP is similar to that of the active secret layer. Equation 7 can be used to calculate the 

values of every hidden unit. 

 

𝜎𝑖 = 𝑠𝑔𝑛(∑ 𝑤𝑖𝑗𝑥𝑖𝑗
𝑁
𝑗=1 )𝑠𝑔𝑛(𝑥) = {

−1 𝑖𝑓 𝑥 < 0,
0    𝑖𝑓 𝑥 = 0,
1    𝑖𝑓 𝑥 > 0.

 (9) 

 

The considered eight hidden units of the active hidden layers with absolute values (1, 0, 0, 

1, 0, 1, 0, 1) turns into an eight-bit block. This 10010101 was cascaded XORed with 

recursive substitution encrypted data to turn into a hidden session key for a specific session. 

The last session key-based masked data was now sent to the receiver. The receiver has the 

same session key, which is the contribution of the hidden units of the receiver's active 

hidden layer. The recursive substitute encrypted text was obtained from the final masked 

data using this session key. Both machines began tuning again in the following session to 

generate another session key. After maximum weight synchronization is reached, an 

identical weight vector obtained from the synaptic relation among the inputs and active 

hidden layers of both MLP might also become a secret session key for a specific session 

(Arindam S and J. K. Mandal. 2012). 

 

Pseudocode for Proposed Model 

 

INPUT: A data set D, the set of AES-RSA ∑, the policies set Ψ 

OUTPUT: A data set masked and encrypted D* 

∑ʹ← REMOVE_KEY_AES-RSA (∑) 

Ʌ ← POLICY_AGGREGATOR (∑ʹ, Ψ) 

for each 𝑝𝑖 ∈ Ʌ do 

𝑋𝜁 ← FILTER_BY_IC_ATTRIBUTES (∑ʹ, 𝑝𝑖) 

Z ← GET_IC_ATTRIBUTES (𝑋𝜁) 

𝑋𝜁 ← UPDATE_X_SET (Z) 

while BORDERLINE_CASE (𝑋𝜁, D) do 

Z ← ADD_IC_ATTRIBUTE (𝑋𝜁) 

𝑋𝜁 ← UPDATE_X_SET (Z) 

end while 

Ψʹ ← DEAGGREGATOR_FOR_POLICIES (Ʌ, Z, 𝑝𝑖) 

end for 

D* ← DATASET_MASKING (D, Ψʹ) 
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Algorithm represented above contains the proposed model's pseudo-code. It takes dataset 

D as input to be masked, the set ∑ of RSA-AES holding on D, and the set Ʌ of user specific 

policies, all of which are described related to IC attributes sets, and returns the masked data 

set D* as output. Step 1 to 2 of the algorithm call the functions POLICY_AGGREGATOR 

and REMOVE_KEY_RSA-AESs for removing key and group policies defined by other 

users. The algorithm then executes the following steps for each listed policy: (i) it calculates 

the associated confidentiality-violating attributes sets (Step 4), (ii) it uses one of the three 

mentioned heuristics to determine the added features to be encoded (Step 5), and (iii) it 

checks the existence of borderlines case by upgrading the confidentiality-violating 

attributes set (Step 6) and iteratively repeating the applications of heuristic before no further 

borderlines case are found (Step 7 to 10), and (iv) it performs the function 

DEAGGREGATOR_FOR_POLICIES for mapping the features to be encode to user’s data 

(Step 11). At last, the masking phase was carried out (Step 13). 

 

The sender encrypts the masked data using the RSA algorithm and the RSA public key to 

create cipher data. The AES algorithm was utilized to encrypt public key of RSA using the 

key of the receiver. The encrypted key and cipher data are then sent to the receiver. To 

decrypt the RSA key, the receiver uses their own private key. Finally, the decrypted AES 

symmetric key is used by the receiver to translate the cipher data back to the original data. 

 

Performance Evaluation 

 

The proposed model is developed and evaluated using PySpark tool on Intel i5core-CPU 

with 2.3 GHz with Windows 10, 8GB of RAM. PySpark is not a programming language, 

but rather a Python API created by Apache Spark. It is utilized in Python programming to 

merge and function with RDD. This enables one to run tasks and computations on massive 

data and interpret the results. 

 

Dataset Description 

 

This payment data is collected in the form of a credit card client's dataset from the UCI 

machine learning repository. The dataset contains 30000 observations, 6636 of which are 

default payment observations, indicating an imbalance between the two groups. The dataset 

utilized in this research is a list of credit card payment data from a significant bank (a cash 

and credit card issuer) from Taiwan in October 2005, and the focus were the bank's credit 

card holders. The following 24 variables are explanatory variables from the dataset: 
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Table 1 Credit Card Dataset Attributes Description [Talha M A et al. 2020] 

Attribute 

ID 

Attribute Label Description 

1 Limit_Bal Amount of the given credits 

2 Sex Gender (1 = male; 2 = female). 

3 Education Education (1 = graduate school; 2 = university; 3 = 

high school; 4 = others). 

4 Marriage Marital status (1 = married; 2 = single; 3 = others). 

5 Age Age (year). 

6-11 Pay_1 to Pay_6 History of past payment. 

12-17 Bill Amount 1 to 6 Amount of bill statement. 

18-23 Pay Amount 1 to 6 Amount of previous payment. 

24 Default payment next 

month 

Default=1 and Healthy= 0 

 

 
 

Figure 6 Input Sample Data 

 
Figure 7 Masked Input Data 

 

Figure 6 represents the sample input data from the dataset used in this research. The total 

attributes contained in this dataset are nine with 24 attribute ID’s as shown in table 1. For 

this experiment, 18 attribute IDs were masked and encrypted as shown in Figure 7. Figure 

7 represents the masked dataset as an outcome of the algorithm's implementation to the 

dataset. A module was built that randomly allocated secret properties to each user tuple, 

with the goal of simulating the development of users' policies. It is feasible to see that 

towards the end of the proposed methodology's implementation, only a few variables are 

masked and encrypted, while many more remain open. Furthermore, it is worth noting that 
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several variations between the encrypted values are acquired. Thus, by enhancing the 

options for performing data analytic operations, this technique allows for a reduction in the 

total values to be masked and encrypted in order to maintain information confidentiality. 

 

Table 2 Information Confidentiality Frequency and Count of Data 

Client ID IC Frequency IC Count 

1 9 88 

2 9 33 

3 9 52 

4 6 8 

5 3 66 

6 2 43 

7 3 20 

8 3 71 

9 3 19 

10 7 95 

 

 
Figure 8 Graphical Plot of ID’s IC-Frequency 

 

The IC-count stands for Information Confidentiality Count and IC-frequency stands for 

Information Confidentiality frequency. The IC count and frequency are both measured 

using the client’s ID as shown in table.2. Figures 8 and 9 represents the information 

confidentiality evaluation based on counting and weighted counting of the attributes in the 

dataset. 
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Figure 9 Graphical Plot of ID’s IC-Count 

 

The computational time of masking and encryption and decryption process of the data from 

the dataset are estimated as shown in table 3. The accuracy of those data was also estimated 

based on the decrypted data. Figure 10 shows the comparison of encryption and decryption 

computational time of the data. Figure 11 represents the accuracy of the decrypted data. 

 

Table 3 Performance Analysis of Data 
Client ID Masking and 

Encryption Time 

Decryption Time Accuracy 

1 0.109148 0.062497 0.9566 

2 0.046879 0.063854 0.9968 

3 0.109386 0.114792 0.922 

4 0.109378 0.109401 0.904 

5 0.031253 0.031252 0.9640 

6 0.031252 0.046878 0.9314 

7 0.07813 0.07813 0.9325 

8 0.109813 0.07813 0.9938 

9 0.031266 0.031252 0.9342 

10 0.109382 0.125009 0.9873 

 

 
Figure 10 Graphical Plot of Encryption and Decryption Time 
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Figure 11 Graphical Plot of Accuracy 

 

Table 4 shows the comparison of performance analysis of the proposed method with other 

existing cryptographic methods. The overall accuracy of these methods and average 

computational time of these methods are estimated. Figure 12 represents comparison of 

both the accuracy and computational time performance obtained by the methods. 

 

Table 4 Comparison of Performance Analysis 

Methods Overall Accuracy Average Computational Time (nano secs) 

3DES-RSA 89.93 900 

Blowfish-RSA 91.50 750 

Proposed 95.23 300 

 

 
Figure 12 Graphical Plot of Performance Analysis Comparison 
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It can be concluded that proposed method influenced the number of attributes to be masked 

and encrypted. Because more attribute correlations are formed, DFS often increases the 

count of attributes to be masked and encrypted, as predicted, but this also results in 

improved information confidentiality protection. The results, in particular, illustrate the 

trade-off among the quantity of encryption and the degree of information confidentiality 

preservation that the proposed method could achieve. 

 

Conclusion 

 

In this research, a hybrid cryptographic model based on AES and RSA was proposed to 

identify and mask the sensitive information for detecting major threats to information 

confidentiality. A hybrid cryptography algorithm in the context of masking was proposed 

to effectively transfer big data through the cloud. The hybrid algorithm was created by 

combining more than one algorithm. This algorithm enabled the user to select the data to 

be masked and encrypted. For protecting data stored in the cloud, the proposed hybrid 

algorithm includes RSA and AES. Along with these algorithms, the multilayer perceptron 

neural network was used for key generation and key exchange. A credit card client's dataset 

from the UCI machine learning repository was used for the evaluation. From the data set 

the sensitive attributes were selected using the depth first search (DFS) technique. The 

sender encrypts the data using the RSA algorithm and a key to create masked data using 

public key. The AES algorithm was used to encrypt the RSA key. The encrypted key and 

masked data were then sent to the receiver. To decrypt the RSA key, the receiver uses the 

AES decryption. Finally, the decrypted RSA key was used by the receiver to translate the 

masked data back to the original data with private key. The proposed model obtained the 

overall accuracy of 95.23% accuracy and an average computational time of 300 nano secs. 

The proposed model was compared with other methods like triple DES with RSA and 

Blowfish with RSA techniques, where the proposed model outperformed these techniques. 

In future, the propose model can be improved by integrating the functional dependencies 

approach and privacy preserving approach. 
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