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Abstract 

 
Cloud computing shares the resource in information technology field. The existing technique is 

failed to provide better results for identifying unknown attacks with higher accuracy and lesser 

time consumption. In order to address these problems, Radial Basis Kernel Regressive Feature 

Extracted Brown Boost Classification (RBKRFEBBC) method is introduced for performing the 

attack detection in cloud computing. The main objective of RBKRFEBBC method is to improve 

the attack detection performance with higher accuracy and minimal time consumption. 

Dichotomous radial basis kernelized regressive function is used in RBKRFEBBC method to 

extract the relevant features through determining the correlation between the output and one or 

more input variables (i.e., features of patient transaction data). After extracting relevant 

features, GRNBBC algorithm is used in RBKRFEBBC method to improve the secured data 

communication performance through classifying the patient data transaction as attack presence 

or attack absence. By this way, attack detection is carried out in accurate manner. Experimental 

evaluation is carried out by NSL-KDD dataset using different metrics like attack detection 

accuracy, attack detection time and error rate. The evaluation result shows RBKRFEBBC 

method improves the accuracy and minimizes the time consumption as well as error rate than 

existing works. 
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Introduction 

 

Cloud computing deliver the services from one application to storage server through 

internet connection. Cloud security denotes collection of policies and technologies used to 

protect virtualized IP, data, services and infrastructure. Many techniques were introduced 

to perform the secured communication through performing the attack detection process. A 

rule based approach was introduced in (Rakesh Rajendran, et al., 2019) for attack detection 

with better knowledge. However, the attack detection accuracy was not improved. A voting 

extreme learning machine (V-ELM) was introduced in (Gopal S. K. & V Ranga, 2020) for 

identifying the DDoS attacks in cloud environment. But, the time consumption was not 

minimized. 

 

 A DDoS attack detection was carried out in (Mohamed Idhammad, et al., 2018) depending 

on ensemble learning algorithm. But, the error rate was not minimized. DDoS attack 

detection was carried out in (Karan B. Virupakshar, et al., 2020) through bandwidth 

flooding and connection flooding process. However, the attack presence was not accurately 

detected. An online cloud anomaly detection approach was introduced in (Michael R. 

Watson, et al., 2016) with detection components. However, the computational cost was not 

minimized. 

  

An intrusion detection approach was introduced in (Adnan Rawashdeh, et al., 2018) based 

on attack activities among virtual machines. But, the anomaly intrusion detection 

complexity was not minimized. An intrusion detection model was introduced in                       

(Wang Yichuan, et al., 2015) for reduce the internal attack threat of cloud cluster. But, the 

accuracy was not improved. A secure data transmission was carried out in (Deevi Radha 

Rani and G. Geethakumari, 2020) for early detection of Anti-Forensic Attack (AFA). 

However, time complexity was not improved.  

 

An efficient approach was designed in (Kriti Bhushan and B. B. Gupta, 2018) to detect the 

existence of attack in cloud. But, the complexity was not minimized. An efficient fuzzy and 

taylor-elephant herd optimization (FT-EHO) was introduced in (S. Velliangiri and Hari 

Mohan Pandey, 2020) with deep belief network (DBN) classifier for identifying the DDoS 

attack. But, the attack detection was not carried out in accurate manner. 

 

Motivation  

 

Attack prediction is a key problem in cloud computing. Machine learning algorithms and 

ensemble methods are used to detect the attack during the data communication. Cloud 
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security is a demanding process because it is an integral part of cloud service. Distributed 

denial of service attack is the most risky attacks in the cloud computing. Many conventional 

methods were introduced a few limitations such as higher time consumption, lesser attack 

detection accuracy, higher error rate, higher computational cost, and higher complexity. 

These types of issues are overcome and motivated by the RBKRFEBBC method is 

introduced for obtaining secure data communication during attack detection performance 

via secured data communication with maximum accuracy and minimum time consumption. 

Dichotomous radial basis kernelized regressive function is used to extract the features as 

relevant or irrelevant for diminishing the attack detection time. Generalized Recurrent 

Neural Brown Boosting Classifier (GRNBBC) algorithm is applied to categorize the data 

transaction as attack presence or attack absence for enhancing the detection accuracy with 

minimum error rate.  

 

Objective of the Research Works  

 

The main objective of the research work described as follows, 

 

• To perform attack detection through secured data communication in the cloud as 

compared to state-of-the-art works, the RBKRFEBBC method is proposed. 

• To determine the relevant features with lesser attack detection time as compared to 

state-of-the-art works, a dichotomous radial basis kernelized regressive function is 

introduced. 

• To enhance the attack detection accuracy and reduce the error rate as compared to state-

of-the-art works, a GRNBBC algorithm is introduced for classifying the data as attack 

presence or attack absence. 

 

Contributions 

 

The major contribution of the proposed RBKRFEBBC method is listed as, 

 

• Radial Basis Kernel Regressive Feature Extracted Brown Boost Classification 

(RBKRFEBBC) method is introduced for performing the attack detection in cloud 

computing with higher accuracy and minimal time consumption. RBKRFEBBC 

method is designed with the novelty of dichotomous radial basis kernelized regressive 

function and Generalized Recurrent Neural Brown Boosting Classifier (GRNBBC) 

algorithm. 
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• Proposed RBKRFEBBC method uses the Dichotomous radial basis kernelized 

regressive function to extract the relevant features through determining the correlation 

between the output and one or more input variables. The dichotomous radial basis 

kernel regression function is used to give the output values in the range of ‘0’ and ‘1’. 

The threshold is assigned to classify the given input into dissimilar classes. If the value 

is greater than 0.5, then the feature is categorized into a relevant class. Otherwise, it is 

said to be an irrelevant feature. Then, each feature is classified into a particular class. 

This helps in minimizing the time consumption for attack detection.  

• Proposed RBKRFEBBC method introduces the GRNBBC algorithm to improve the 

secured data communication performance through classifying the patient data 

transaction as attack presence or attack absence. GRNBBC algorithm helps to improve 

the accuracy and reduce the error rate.  

• Robert Similarity-based Recurrent Neural Network (RS-RNN) used in GRNBBC 

algorithm. Robert similarity function is used to measure the similarity value among the 

training and testing feature value of patient transaction data. Robert similarity function 

introduces the similarity value among ‘0’ to ‘0.5’, then patient transaction data is said 

to be attack absence. If the similarity value among ‘0.5’ to ‘1’, then the patient 

transaction data is said to be attack presence. 

• Brownboost classifier is applied in the GRNBBC algorithm for achieving the strong 

classifier result by combining each weak classifier result. The classification process is 

used to accurately classify each patient transaction data into two different classes. The 

positive margin is said to attack presence data. The negative margin is said to be attack 

absence. 

• The paper is outlined into five different sections. In section 2, related works in the 

attack detection techniques are discussed. Section 3 portrays the proposed 

RBKRFEBBC method in brief manner with architectural diagram. In section 4, 

experimental settings are listed with detailed dataset description. Section 5 describes 

the results analysis for three different metrics. Section 6 concludes the paper.  

 

Related Works 

 

A new ensemble technique was introduced in (Daniel T. Ramotsoela, et al., 2019) to 

combine the parametric algorithm in application atmosphere. But, the time consumption 

was not minimized. A new mechanism was introduced in (Abdelmadjid Benarfa, et al., 

2020) for attack detection and mitigation through minimizing memory consumption and 

traffic. But, the error rate was not reduced through minimizing the traffic.  
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An attack detection and mitigation model was introduced in (Nitesh Bharot, et al., 2018) 

with feature selection process. But, the computational cost was not minimized during attack 

detection. The network traffic characteristics were analyzed in (Dan Tang, et al., 2020) with 

variance and entropy to determine TCP characteristics. However, the error rate remained 

unaddressed.  

 

A DDoS attack detection was carried out in (Bin Jia, et al., 2017) with hybrid heterogeneous 

multi-classifier ensemble learning model. But, the computational cost was not minimized. 

A new auditory filter-based relative phase (RP) features were employed in (Zeyan Oo, et 

al., 2019) for replay attack detection. But, the attack detection performance was not 

improved. 

  

A cloud based trust management scheme (CbTMS) was introduced in Shih-Hao Chang and 

Zhi-Rong Chen, 2016) to identify the Sybil attacks. But, the attack detection accuracy was 

not improved. A valued feature was employed in (Abdulaziz Aborujilah and Shahrulniza 

Musa, 2017) with cloud-based websites. Covariance matrix approach was employed to 

identify the attacks. But, the complexity level was not reduced.  

 

Optimisation based Deep learning was introduced in (S. Velliangiri, et al., 2020) with 

Taylor series for DDoS attack detection. Different DDoS attacks with defense mechanism 

were studied in (Neha Agrawal and Shashikala Tapaswi, 2019) to preserve the cloud 

infrastructure. But, the taxonomy of possible variants of cloud DDoS attacks solutions was 

not performed in efficient manner. 

 

Proposed Methodology  

 

In this section, proposed Radial Basis Kernel Regressive Feature Extracted Brown Boost 

Classification (RBKRFEBBC) method is introduced for attack detection in cloud 

environment. The architecture diagram of RBKRFEBBC method is described in figure 1. 

 

Figure 1 explains the architecture diagram of RBKRFEBBC method. Initially, patient 

transaction data is collected from the dataset. Then, the relevant features are extracted from 

the dataset for performing the attack detection during secured communication. After that, 

the patient transaction data get classified into attack presence data and attack absence data. 

The brief explanation of feature extraction and classification is given below. 
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Figure 1 Architecture Diagram of RBKRFEBBC method 

 

Radial Basis Kernel Regressive Feature Extracted Brown Boost Classification  

 

In smart healthcare application, security is the key role for providing the better and effective 

health facilities to the patients. The proposed system collects the patient health status and 

send to the server (i.e., hospitals) through the internet.  

 

Figure 2 portrays the structure of attack detection in cloud environment. The proposed 

RBKRFEBBC technique collects the patient’s data for performing the disease diagnosis. 

After that, the collected information is sent to the cloud server through the internet for 

further processing. During the data transmission, security needs to be assured through 

preventing from attackers. In order to achieve secure communication through attack 

prediction, the proposed RBKRFEBBC technique performs the two different processes, 

namely feature extraction and classification. 

 

Patient transaction 

data 

Collects the features from input 

database 

Extracts the feature extraction 

from input database 

Classifies data as attack presence 

data or attack absence data 

Perform attack detection in accurate 

manner 
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Figure 2 Attack Detection in Cloud Environment 

 

• Dichotomous Radial Basis Kernelized Regressive Function 
 

The proposed RBKRFEBBC technique performs the feature extraction through the 

dichotomous radial basis kernelized regressive function. The dichotomous regression 

function determines the relationship between dependent variable (i.e., relevant feature and 

irrelevant feature) and one or more independent variables (i.e. features of patient transaction 

data). Let us consider, the number of patient transaction data collected is denoted 

as 𝑝𝑡𝑑1, 𝑝𝑡𝑑2, 𝑝𝑡𝑑3, … . . 𝑝𝑡𝑑𝑛. The features of each patient transaction data is represented 

as 𝑓𝑒1, 𝑓𝑒2, 𝑓𝑒3, … . . 𝑓𝑒𝑚. After that, the dichotomous radial basis kernelized regression 

function examines the input for categorizing into two output classes.  
 

 
Figure 3 Dichotomous Radial Basis Kernel Regression Function 

  

Figure 3 describes the dichotomous radial basis kernel regression function to analyze the 

features of input patient transaction data. After that, the designed function get classified into 

two classes for identifying which set of categories it belongs to. For each class, the mean 

value ‘𝜇𝑟 𝑎𝑛𝑑 𝜇𝑖’ is allocated to identify similar data. It is given by,  

𝜇𝑟 𝑎𝑛𝑑 𝜇𝑖  → 𝑟𝑒𝑙𝑒𝑣𝑎𝑛𝑡 𝑐𝑙𝑎𝑠𝑠 𝑎𝑛𝑑 𝑖𝑟𝑟𝑒𝑙𝑒𝑣𝑎𝑛𝑡 𝑐𝑙𝑎𝑠𝑠       (1) 
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From equation (1), the mean value of both classes is determined. The dichotomous radial 

basis kernel regression analysis between the input and output is formulated as, 

 𝐷𝑅𝐵𝐾𝑅𝐹 = 𝑒𝑥𝑝 [−
(𝑓𝑒𝑖−𝜇𝑗)2

2𝐷2 ]                                        (2) 

From equation (2), ‘𝐷𝑅𝐵𝐾𝑅𝐹’ symbolizes the dichotomous radial basis kernel regression 

function. ‘𝑓𝑒𝑖’ denotes features of patient transaction data. ‘𝜇𝑟 𝑎𝑛𝑑 𝜇𝑖’ denotes the mean 

of two classes (i.e., relevant and irrelevant). ‘𝐷’ symbolizes the deviation from mean value. 

The kernel function analysis is used to identify the data near the mean value and classified 

into particular class. The dichotomous radial basis kernel regression function provides the 

output values in range from ‘0’ and ‘1’. After that, the threshold is predefined to categorize 

the given input into different classes. When the obtained value is greater than 0.5, then 

feature is classified into relevant class. Otherwise, the features of patient transaction data 

are irrelevant feature. In this way, all the features are categorized into particular class. 

Therefore, the radial basis kernel regression analysis reduces the attack detection time 

during secure data transmission. The algorithmic process of dichotomous radial basis kernel 

regression function is given below,  

 

Algorithm 1 explains the dichotomous radial basis kernel regression function process. 

Initially, the number of features from patient transaction data is considered as input and 

number of classes are initialized. After that, the mean value of each class is determined and 

assigned. Then, the regression analysis is carried out to identify the feature as relevant 

feature or irrelevant feature. Finally, the relevant feature of patient transaction data is 

considered for performing the classification process. The brief explanation of classification 

is explained in next sub-section. 
 

• Generalized Recurrent Neural Brown Boosting Classifier 
 
 

In RBKRFEBBC technique, Generalized Recurrent Neural Brown Boosting Classifier 

(GRNBBC) algorithm is introduced to improve the performance through classifying the 

\\ Algorithm 1 Dichotomous Radial Basis Kernel Regression Function 

Input: Dataset, patient transaction data ‘patient transaction data ‘𝒑𝒕𝒅𝟏, 𝒑𝒕𝒅𝟐, 𝒑𝒕𝒅𝟑, … . . 𝒑𝒕𝒅𝒏, features 

‘𝑓𝑒1, 𝑓𝑒2, 𝑓𝑒3, … . . 𝑓𝑒𝑚’ 

Output: Improve feature extraction performance 

Step 1: Begin 

Step 2: Collect the patient transaction data with their features 

Step 3: Initialize number of classes ‘𝑪𝟏𝒂𝒏𝒅 𝑪𝟐’ 

Step 4: For each class 

Step 5: Assign mean value ‘𝜇1 𝑎𝑛𝑑 𝜇2’ 

Step 6: Perform regression analysis  

Step 7: If (𝐷𝑅𝐵𝐾𝑅𝐹 > 0.5) then 

Step 8: Classify the feature into particular class  

Step 9: End if 

Step 10: End for  

Step 11: End 
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patient data transaction as attack presence or attack absence. GRNBBC algorithm is 

introduced through applying brown boosting ideas in weak learners. GRNBBC algorithm 

considers the Robert Similarity based Recurrent Neural Network (RS-RNN) as the weak 

learner. The weak RS-RNN is a supervised learning binary classifier. In weak RS-RNN 

classifier, neurons discover the elements in the training set (i.e., relevant features of patient 

transaction data) at a time. The weak RS-RNN classifier learns the weight for input patient 

transaction data to determine the linear decision boundary that distinguishes into two 

classes. In weak RS-RNN classifier, the input relevant features of patient transaction data 

are then multiplied with weights to classify the patient data transaction into attack presence 

or attack absence. The weak RS-RNN classifier is not at the required level. GRNBBC 

algorithm constructs the ‘n’ number of weak RS-RNN classifier results for every input 

patient transaction data. Finally, the weak RS-RNN classifier results are combined to obtain 

strong classifier result. The process of GRNBBC algorithm is given in below figure 2. 

 

Figure 4 illustrates the process of RS-RNN algorithm to enhance attack detection accuracy 

for performing the secured data communication. As described in above figure, GRNBBC 

algorithm initially collects the number of patient transaction data with relevant features. 

After taking the input, GRNBBC algorithm constructs ‘n’ number of weak RS-RNN 

classifier for each input patient transaction data. The weak RS-RNN algorithm comprises 

the three layers, namely one input layer, one hidden layer and one output layer for 

performing attack detection process.  

 

 
Figure 4 Flow Process of Robert Similarity based Brown Boosting Classifier 

        Number of relevant features of 

patient transaction data 

Construct number of weak classifier result 

Obtain the strong classifier result 

Exactly classifies patient data transaction as attack 

presence or attack absence 
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Input Layer: The relevant features of patient transaction data are considered as input for 

weak RS-BBC algorithm. The input of a RS-RNN algorithm is represented as 

‘𝑝𝑡𝑑1, 𝑝𝑡𝑑2, 𝑝𝑡𝑑3, … . . 𝑝𝑡𝑑𝑛’ where ‘n’ represents the total number of patient transaction 

data. In input layer, the weight and bias are used. At the starting stage, the weight is 

initialized with some initial value and gets updated for every training error. The weights for 

weak RS-RNN are represented by ‘𝑤𝑖𝑛𝑖𝑡𝑖𝑎𝑙, 𝑤𝑖h, 𝑎𝑛𝑑 𝑤ho’. A bias neuron allows the weak 

RS-RNN classifier to find the decision boundary to partition into attack presence and attack 

absence based on input patient transaction data. Bias helps to train the weak RS-RNN 

algorithm faster and with better quality. The input layer result is obtained as, 

𝐼(𝑡) = ∑ 𝑝𝑡𝑑𝑖(𝑡) 𝑤𝑖𝑛𝑖𝑡𝑖𝑎𝑙
𝑛
𝑖=1 + 𝑏𝑖𝑎𝑠                        (3) 

From equation (3), ‘𝑝𝑡𝑑𝑖’ denotes the patient transaction data with relevant feature. 

‘𝑤𝑖𝑛𝑖𝑡𝑖𝑎𝑙’ symbolizes the initial weight assigned at the input layer. After that, the input layer 

result is sent to the hidden layer. 

 

Hidden layer: In the hidden layer, an activation function is used to identify the 

classification results for each patient transaction data. Activation function in weak RS-RNN 

classifier used Robert similarity measurement to separate information in an input dataset 

into a two classes (i.e., attack presence or attack presence) based on the patient transaction 

data. Robert similarity analysis computed the similarity value between the training feature 

value of patient transaction data ‘𝑋𝑖’ and attacker testing feature value ‘𝑌𝑖’ in given dataset 

using formula, 

 𝑅𝑆(𝑋𝑖, 𝑌𝑖) =
∑ (𝑋𝑖,𝑌𝑖)𝑖

min(𝑋𝑖,𝑌𝑖)

max(𝑋𝑖,𝑌𝑖)

∑ (𝑋𝑖,𝑌𝑖)𝑖
                                      (4) 

From equation (4), ‘𝑚𝑖𝑛’ and ‘𝑚𝑎𝑥’ symbolizes the pointwise operators. ‘𝑅𝑆(𝑋𝑖, 𝑌𝑖)’ 

denotes the Robert similarity function. When similarity value lies between ‘0’ to ‘0.5’, then 

patient transaction data is considered as attack absence. When the similarity value lies 

between ‘0.5’ to ‘1’, then the patient transaction data is considered as attack presence. The 

result obtained at the hidden layer is formulated as, 

𝐻(𝑡) = ∑ 𝐼(𝑡)  ∗ 𝑤𝑖𝑛𝑖𝑡𝑖𝑎𝑙
𝑛
𝑖=1 + [𝑤𝑖ℎ ∗ 𝑅𝑆(𝑋𝑖, 𝑌𝑖)]     (5) 

From equation (5), ‘𝐻(𝑡)’ denotes the hidden layer result. ‘𝑤𝑖ℎ’ symbolizes the weight 

assigned between the input layer and hidden layer. After that, the result of the hidden layer 

is feedback to the input layer for attaining the accurate results with minimum error. The 

hidden layer results are transmitted to an output layer. 

 

Output Layer: An output unit in weak RS-RNN classifier renders the classification output 

for each input patient transaction data. The weak RS-RNN classifier finds the related 

information for each patient transaction data. The result of output layer is given as, 

 𝑂(𝑡) =  𝑤ℎ𝑜 ∗ 𝐻(𝑡)                                                                       (6) 
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From equation (6), ‘𝑂(𝑡)’ represent the output layer result. ‘𝑤ℎ𝑜’ denotes the weight 

assigned between the hidden layer and output layer. But, classification accuracy was not 

satisfactory to detect the attackers with minimal time complexity. Therefore, Brownboost 

classifier is used in GRNBBC algorithm. The GRNBBC algorithm obtains the strong 

classifier result through combining all weak classifier results using following expression,  

 𝑆𝑡𝑟𝑜𝑛𝑔 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑟 = ∑ 𝑂(𝑡){𝑝𝑡𝑑𝑖}
𝑛
𝑖=1                 (7) 

From equation (7) ‘𝑂(𝑡)𝑖(𝑝𝑡𝑑𝑖)’ represents the weak classifier output for each patient 

transaction data ‘𝑝𝑡𝑑𝑖’. After that, GRNBBC algorithm provides the weight to every weak 

classifier consistent with the residual time after classification and margin of the information. 

In GRNBBC algorithm, a positive margin represents the patient transaction data is 

considered as attack presence data whereas the negative margin denotes the patient 

transaction data is attack absence. Consequently, the magnitude of margin value shows that 

how much the weak RS-RNN classifier categorizes the patient transaction data into 

particular class in more accurate manner. In GRNBBC algorithm, weight value is assigned 

for every weak RS-RNN classifier based on the time consumed to classify the patient 

transaction data. The, weight of weak RS-RNN classifier is determined as, 

 𝑉𝑗 = exp (−
(𝑚𝑎𝑗(𝑝𝑡𝑑𝑖)+𝑡)

2

𝑟
)                                       (8) 

From equation (8), ‘𝑉𝑖’ denotes the weight allocated to the weak classifier at iteration ‘𝑗’. 

‘𝑚𝑎𝑗’ represent the margin of the information for patient transaction data. ‘𝑡’ represents the 

time consumed for processing and ‘𝑟’ indicates the residual time of weak classifier. Then, 

the probable loss for every classified patient transaction data with margin ‘𝑚𝑎𝑗’ is 

determined as, 

 𝑃𝐿 = 1 − 𝜀𝑟𝑟𝑜𝑟√𝑥                                                         (9) 

From equation (9), ‘𝑃𝐿’ indicates the probable loss of function and ‘𝑥’ represents the 

positive real value. Consequently, margin of the each weak RS-RNN classifier is updated 

based on the loss value using mathematical equation,  

 𝑚𝑎𝑗(𝑡 + 1) =  𝑚𝑎𝑗(𝑝𝑡𝑑𝑖) + ∑ 𝑉𝑗
𝑛
𝑖=1 𝑂(𝑡){𝑝𝑡𝑑𝑖}𝑌𝑖     (10) 

From the equation (5) ‘𝑚𝑎𝑖(𝑡 + 1)’ denotes the updated margin of the input patient 

transaction data, ‘𝑌𝑖’ symbolizes the actual output of the weak classifier. As a result, the 

strong classifier result is determined as, 

 𝑆𝑡𝑟𝑜𝑛𝑔 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑟 𝑟𝑒𝑠𝑢𝑙𝑡 = 𝑠𝑖𝑔𝑛 {∑ 𝑉𝑗
𝑛
𝑖=1 𝑂(𝑡){𝑝𝑡𝑑𝑖}} (11) 

From equation (11), the final strong classification results are obtained. By designing the 

strong classifier, the proposed RBKRFEBBC method correctly classifies all the patient 

transaction data into corresponding class with higher accuracy and lesser time consumption. 

The algorithmic process of Generalized Recurrent Neural Brown Boosting Classifier is 

shown in below, 
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Algorithm 2 explains the step by step process of Generalized Recurrent Neural Brown 

Boosting Classifier Algorithm. With help of the above algorithmic process, RBKRFEBBC 

method achieves better attack detection performance through classification when compared 

to conventional works. 

 

/ Generalized Recurrent Neural Brown Boosting Classifier Algorithm 

Input: Number of patient transaction data with relevant features 

Output: Improve attack detection accuracy with minimal time consumption 

Step 1:Begin 

Step 2: For each input patient transaction data ‘𝑝𝑡𝑑𝑖’ 

Step 3: Construct ‘n’ number of weak classifier 

Step 4: Ensemble all weak classifier results  

Step 5: Set margin value ‘𝑚𝑎𝑖 (𝑝𝑡𝑑𝑖) = 0’  

Step 6: For each weak classifier result ‘𝑂(𝑡)(𝑝𝑡𝑑𝑖)’ 

Step 7: Assign the weight ‘ 𝑉𝑗’  

Step 8: Determine the probable loss ‘𝑃𝐿’  

Step 9: Update margin ‘𝑚𝑎𝑗 (𝑡 + 1)’  

Step 10: Obtain strong classification results  

Step 11: End for 

Step 12: End for 

Step 13:End 

Algorithm 2 Generalized Recurrent Neural Brown Boosting Classifier 

  

Experimental Settings 

 

Experimental evaluation of proposed RBKRFEBBC method and existing methods namely 

rule based approach (Rakesh Rajendran, et al., 2019) and voting extreme learning machine 

(V-ELM) (Gopal S. K. & V Ranga, 2020) are implemented using Java language with help 

of NETBEANS8.2 IDE tool. The experiments of RBKRFEBBC method is conducted using 

NSL-KDD dataset taken from https://www.kaggle.com/hassan06/nslkdd/version/1.This 

dataset is an development of KDD’99 dataset where the duplicate instances gets removed 

and improved the classification results. The dataset comprises the 42 attributes. The dataset 

has different files includes the training and testing with various instances. Every instance 

in the dataset is considered as the patient transaction data. The attributes are termed as class 

attributes that represent given instance is normal instance or attack instance. Among the 

different attributes, relevant attribute are selected to perform the classification for attack 

detection. Performance analysis of RBKRFEBBC method are compared with existing 

results with certain parameters listed below, 
 

• Attack detection accuracy 

• Attack detection time 

• Error Rate 

https://www.kaggle.com/hassan06/nslkdd/version/1
https://www.kaggle.com/hassan06/nslkdd/version/1
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 Results and Discussions  

 

In this section, results of proposed RBKRFEBBC method and two existing methods namely 

rule based approach (Rakesh Rajendran, et al., 2019) and voting extreme learning machine 

(V-ELM) (Gopal S. K. & V Ranga, 2020) are analyzed. The description of different metrics 

such as attack detection accuracy, attack detection time and error rate are presented with 

number of patient transaction data to show the improved performance analysis of the 

proposed RBKRFEBBC method. The three parameters are evaluated with table and graphs. 

  

Performance Analysis of Attack Detection Accuracy 

 

Attack detection accuracy is defined as ratio of the number of patient transaction data that 

are correctly classified as attack presence or attack absence data to the total number of 

patient transaction data taken. Attack detection accuracy is formulated as,  

 

 𝐴𝐷𝐴 = (
𝐶𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 𝑁𝑎𝑝𝑎 𝑎𝑠 𝑎𝑡𝑡𝑎𝑐𝑘 𝑝𝑟𝑒𝑠𝑒𝑛𝑐𝑒 𝑜𝑟 𝑎𝑡𝑡𝑎𝑐𝑘 𝑎𝑏𝑠𝑒𝑛𝑐𝑒 𝑑𝑎𝑡𝑎 

𝑁
) ∗ 100 (12) 

 From equation (12), ‘𝐴𝐷𝐴’ represents the attack detection accuracy. ‘𝑁𝑎𝑝𝑎’ denotes the 

number of patient transaction data. ‘𝑁’ denotes the total number of patient transaction data. 

It is measured in terms of percentage (%).  

 

Table 1 Tabulation for Attack Detection Accuracy 

Number of patient 

transaction data 

Attack detection accuracy (%) 

RBKRFEBBC 

method 

Rule based 

approach 

V-

ELM 

500 94 88 85 

1000 92 85 83 

1500 90 81 76 

2000 89 78 73 

2500 91 87 81 

3000 93 76 70 

3500 94 82 73 

4000 92 84 78 

4500 92 82 79 

5000 93 90 86 

 

Table 1 explains the attack detection accuracy of proposed RBKRFEBBC method and 

existing Rule based approach (Rakesh Rajendran, et al., 2019) and voting extreme learning 

machine (V-ELM) (Gopal S.K. & V Ranga, 2020) with a number of patient transaction data 

taken in the range from 500-5000. Totally ten various results for attack detection time are 

attained for different number of number of patient transaction data. When considering 

number of patient transaction data is 2000, the number of patient transaction data that are 
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correctly classified as attack presence or attack absence data by RBKRFEBBC method is 

1773 whereas 1564 and 1453 is obtained by existing Rule based approach (Rakesh 

Rajendran, et al., 2019) and voting V-ELM (Gopal S.K. & V Ranga, 2020) respectively. 

Therefore, the attack detection accuracy obtained by proposed RBKRFEBBC method, Rule 

based approach (Rakesh Rajendran, et al., 2019) and voting V-ELM (Gopal S.K. & V 

Ranga, 2020) are 89%, 78% and 73% respectively. From the table, it is clear that the attack 

detection accuracy of proposed RBKRFEBBC method is higher when compared to other 

two existing methods.  

 

This is due to the application of dichotomous radial basis kernelized regressive function 

and Generalized Recurrent Neural Brown Boosting Classifier (GRNBBC) algorithm. 

Radial basis kernelized regressive function determines the relationship between the features 

to identify the relevant features. GRNBBC algorithm classifies the patient data transaction 

as attack presence or attack absence with help of relevant features. By this way, attack 

detection is carried out in accurate manner. The average of ten results shows that the of 

attack detection accuracy is said to be improved using RBKRFEBBC method by 11% 

compared to Rule based approach (Rakesh Rajendran, et al., 2019) and 18% compared to 

voting extreme learning machine (V-ELM) (Gopal S. K. & V Ranga, 2020). 

 

Performance Analysis of Attack Detection Time 

 

Attack detection time is defined as an amount of time required to categorize the patient 

transaction data as attack presence or attack absence data. The attack detection time is 

determined as, 

𝐴𝐷𝑇 = 𝑁 ∗ 𝑡𝑖𝑚𝑒 (𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑦𝑖𝑛𝑔 𝑜𝑛𝑒 𝑝𝑎𝑡𝑖𝑒𝑛𝑡 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 𝑑𝑎𝑡𝑎 ) (13) 
 From equation (12), ‘A𝐷𝑇’ represents attack detection time, ‘𝑁’ denotes the number of 

patient transaction data. Attack detection time is measured in terms of milliseconds (ms). 

 

Table 2 explains the attack detection time of proposed RBKRFEBBC method and existing 

Rule based approach (Rakesh Rajendran, et al., 2019) and voting extreme learning machine 

(V-ELM) (Gopal S.K. & V Ranga, 2020) with different number of patient transaction data 

taken in the range from 500-5000. In the table, ten various results for attack detection time 

are listed for considering different number of patient transaction data. Let us consider, 

number of patient transaction data is 1000. The amount of time consumed for performing 

the one patient transaction data to detect the attack presence or attack absence by 

RBKRFEBBC method is 0.013𝑠 whereas 0.018𝑠 and 0.02𝑠 is consumed by existing Rule 

based approach (Rakesh Rajendran, et al., 2019) and voting V-ELM (Gopal S.K. & V 

Ranga, 2020) respectively. Thus, the attack detection time obtained by proposed 
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RBKRFEBBC method, Rule based approach (Rakesh Rajendran, et al., 2019) and voting 

V-ELM (Gopal S.K. & V Ranga, 2020) are 13𝑚𝑠, 18𝑚𝑠 and 20𝑚𝑠 respectively. From the 

table, it is observed that the attack detection time of proposed RBKRFEBBC method is 

lesser when compared to other two existing methods. The graphical result of attack 

detection time is shown in figure 5. 

 

Table 2 Tabulation for Attack detection time 

Number of patient 

transaction data 

Attack detection time (ms) 

RBKRFEBBC 

method 

Rule based 

approach 

V-

ELM 

500 10.5 14 16 

1000 13 18 20 

1500 18 21 25.5 

2000 20 26 30 

2500 22.5 27.5 32.5 

3000 24 30 33 

3500 24.5 31.5 36.75 

4000 26 32 38 

4500 27 33.75 40.5 

5000 27.5 35 42.5 

  

 
Figure 5 Measurement of Attack detection time 
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Figure 5 explains the graphical illustration of attack detection time with respect to number 

of patient transaction data. As illustrated in the figure, ‘𝑋’ axis denotes the number of 

patient transaction data and ‘𝑌’ axis denotes the attack detection time. The blue color cone 

denotes the attack detection time of RBKRFEBBC method whereas red color and green 

color cone symbolizes the attack detection time of Rule based approach (Rakesh Rajendran, 

et al., 2019) and voting extreme learning machine (V-ELM) (Gopal S.K. & V Ranga, 2020). 

Let us consider, number of patient transaction data is 1000. The amount of time consumed 

for performing the one patient transaction data to detect the attack presence or attack 

absence by RBKRFEBBC method is 0.013𝑠 whereas 0.018𝑠 and 0.02𝑠 is consumed by 

existing Rule based approach (Rakesh Rajendran, et al., 2019) and voting V-ELM (Gopal 

S.K. & V Ranga, 2020) respectively. Thus, the attack detection time obtained by proposed 

RBKRFEBBC method, Rule based approach (Rakesh Rajendran, et al., 2019) and voting 

V-ELM (Gopal S.K. & V Ranga, 2020) are 13𝑠, 18𝑠 and 20𝑠 respectively. When the attack 

detection time is lesser, method is said to be more efficient. The graphical result proves that 

RBKRFEBBC method consumes lesser attack detection time than the existing techniques.  

 

This is because of applying the dichotomous radial basis kernelized regressive function to 

determine the relationship between the features for performing the feature extraction 

process. After that, GRNBBC algorithm classifies the patient data transaction as attack 

presence or attack absence with minimum time consumption with the aid of relevant 

features. This in turn helps in minimizing an attack detection time. The results shows that 

of attack detection time consumption gets reduced using RBKRFEBBC method by 21% 

compared to Rule based approach (Rakesh Rajendran, et al., 2019) and 32% compared to 

voting extreme learning machine (V-ELM) (Gopal S.K. & V Ranga, 2020). 

 

Performance Analysis of Error Rate 

 

Error rate is ratio of the number of patient transaction data that are incorrectly classified as 

attack presence or attack absence data to the total number of patient transaction data taken. 

Error rate is formulated as,  

 

𝐸𝑟𝑟𝑜𝑟 𝑅𝑎𝑡𝑒 = (
𝐼𝑛𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 𝑁𝑝𝑡𝑎 𝑎𝑠 𝑎𝑡𝑡𝑎𝑐𝑘 𝑝𝑟𝑒𝑠𝑒𝑛𝑐𝑒 𝑜𝑟 𝑎𝑡𝑡𝑎𝑐𝑘 𝑎𝑏𝑠𝑒𝑛𝑐𝑒 𝑑𝑎𝑡𝑎 

𝑁
) ∗ 100 (14) 

 

From equation (12), ‘𝑁𝑎𝑝𝑎’ denotes the number of patient transaction data with attack 

presence or attack absence data. ‘𝑁’ denotes the total number of patient transaction data. It 

is measured in terms of percentage (%).  
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Table 3 Tabulation for Error Rate 

Number of 

patient 

transaction 

data 

Error Rate (%) 

RBKRFEBBC 

method 

Rule 

based 

approach 

V-

ELM 

500 6 12 15 

1000 8 15 17 

1500 10 19 24 

2000 11 22 27 

2500 9 13 19 

3000 7 24 30 

3500 6 18 27 

4000 8 16 22 

4500 8 18 21 

5000 7 10 14 

 

Table 3 illustrates the error rate of proposed RBKRFEBBC method and existing Rule based 

approach (Rakesh Rajendran, et al., 2019) and voting extreme learning machine (V-ELM) 

(Gopal S.K. & V Ranga, 2020) with different number of patient transaction data taken in 

the range from 500-5000. Ten different results for error rate are listed for different number 

of patient transaction data. Let us consider, number of patient transaction data is 3000. The 

number of patient transaction data that are incorrectly classified as attack presence or attack 

absence data by RBKRFEBBC method is 198 whereas 719 and 905 is obtained by existing 

Rule based approach (Rakesh Rajendran, et al., 2019) and voting V-ELM (Gopal S.K. & V 

Ranga, 2020) respectively. Thus, the error obtained by proposed RBKRFEBBC method, 

Rule based approach (Rakesh Rajendran, et al., 2019) and voting V-ELM (Gopal S.K. & V 

Ranga, 2020) are 7%, 24% and 30% respectively. From the table, it is clear that the error 

rate of proposed RBKRFEBBC method is lesser when compared to two existing methods.  

 

This is because of using dichotomous radial basis kernelized regressive function and 

GRNBBC algorithm for performing the efficient attack detection. The designed function 

performed the feature extraction process to identify the relevant features. Then, GRNBBC 

algorithm categorizes the attack presence or attack absence data with help of relevant 

features. In this way, the error rate gets reduced during the attack detection. The average 

results shown that error rate is reduced using RBKRFEBBC method by 50% compared to 

Rule based approach (Rakesh Rajendran, et al., 2019) and 61% compared to voting extreme 

learning machine (V-ELM) (Gopal S.K. & V Ranga, 2020). 
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Conclusion 

 

In this manuscript, RBKRFEBBC method is introduced with feature extraction and 

classification. Initially, number of patient transaction data is considered as an input. After 

that, the relevant features are extracted by kernelized regression function for performing the 

attack detection process. Finally with relevant extracted features, the classification process 

is carried out to detect the attack presence or attack absence with higher accuracy and lesser 

error rate. The comprehensive experimental evaluation is conducted using NSL-KDD 

dataset with patient transaction data. The result analysis is carried out to prove the 

enhancement of proposed RBKRFEBBC method. The quantitative results are verified in 

terms of higher attack detection accuracy and lesser time when compared to other 

conventional methods. As a result, proposed RBKRFEBBC method improves the attack 

detection accuracy by 14% as well as minimizes the time consumption time and overhead 

by 27% and 56% respectively while performing the data communication in cloud 

environment.  
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