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Abstract 

 
MANETs (Mobile Ad hoc Networks) had become the most important next generation 

wireless network technologies. It is made up of self-configurable mobile nodes, Intruders 

mieght decrease MANET functionality due to the dispersed and wireless nature of MANETs, 

and therefore they were vulnerable to numerous attacks at different levels. The important 

challenges for MANET were the security and routing protocols. This paper examined the 

impact of Jammer which it was a kind of DoS attack which interfere with the normal 

operation of network and show how the Jammer increased the delay and data dropped and 

decreased the throughput which they were the important parameters for the measurements of 

network performance. This performance could be improved using routing protocols (AODV, 

DSR, OLSR and GRP). Riverbed Modeler Academic Edition (17.5) was utilized for this study 

in number of modeled scenarios for video applications. The results address the impact of 

Jammers and show that the MANET's Routing Protocols could improve the throughput and 

data dropped of the network but on the expense of increasing the delay. 
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Introduction 

 

The fast development of technological communication devices has resulted in significant 

changes in the information society. A wireless network consists of a number of nodes 

communicating via a wireless medium without a centralized system. There are two kinds 

of mobile devices. The first category of mobile devices has its own framework. The 

second, on the other hand, has no framework. As a result, this category is referred to as ad 

hoc network. In which every device has the ability to move and connect dynamically, and 

these networks do not have any fixed entry points (J. Kaur & Singh, 2019) MANETs have 

become important technologies of the next generation wireless network. MANET is made 

up of self-configurable mobile nodes, each of which acts as a router for the other nodes, 

enabling data to flow via multi-hop network paths. MANETs are an important networking 

class that varies from traditional systems. They are now widely used in commercial and 

academic areas, military battlefields, in search operations and emergency rescue, and in 

other difficult or dangerous situations. Intruders may decrease MANET functionality due 

to the dispersed and wireless nature of MANETs, therefore they are vulnerable to 

numerous attacks at different levels. As a result, identifying such risks and devising ways 

to mitigate them is very important (R. F. Olanrewaju, 2010). Before implementing a 

MANET, it's important to understand the routing protocols and security issues. Routing 

protocols are critical for MANET nodes to communicate reliably (Priyambodo, 

Wijayanto, & Gitakarma, 2021). This study presented the impact of routing protocols 

(AODV, DSR, OLSR, and GRP) to improve MANET performance against jamming 

attack which it is a kind of DoS attacks. The simulation is done using Riverbed Modeler 

v17.5. 

 

Related Work 

 

Ghulam Y. et al, compared and evaluated DSR, TORA, OLSR and AODV performance 

with various throughput, Load, and end-to-end delay metrics over MANET using video 

transmission. Compared to all other protocols, OLSR has the best performance with the 

lowest performance in DSR protocol (G. Yasin, 2013). Sachdeva R. et al, compared 

(OLSR and AODV) routing protocols’ performance for HTTP and FTP traffics using 

OPNET Modeler and the results indicated that AODV is performing well in normal 

condition or in nodes failure's case and OLSR showed improved results in terms of 

retransmission and data dropped processes (Sachdeva & Monga, 2016). D. Chitra et al, 

utilized the OPNET modeler to examine the OLSR, AODV, TORA, and DSR protocols' 

performance. FTP application traffic was examined to determine the number of network 

metrics. AODV has a low latency, while DSR has a low routing overhead. Furthermore, 
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AODV and DSR routing protocols outperformed the OLSR routing protocol in terms of 

throughput (D. Chitra & Chandrasekaran, 2016). Jazyah Y. H. et al, utilized the OPNET 

Modeler to examine (TORA, DSR, AODV, and OLSR) routing protocols as well as 

several commonly used simulators. DSR was the best protocol based on latency, with the 

longest delay in TORA, while AODV had the greatest throughput and DSR had the 

lowest (Jazyah, Al Shalabi, & Hamdy, 2018). Fendji J.L. et al. investigated and compared 

the reactive and proactive modes of AODV, HWMP, and OLSR using the Ns3 simulator 

with two topologies: a mobile nodes and grid topology and. In many scenarios, AODV 

may provide the same performance as OLSR and seems to be more reliable in various 

network environments than OLSR (Fendji & Samo, 2019). Mohammed E.H. et al, 

suggested a novel identification scheme concerning the Jamming attack which it is a 

special kind of DoS attacks depending on the packet drop ratio which could be 

implemented at any diffusing node using analytical process charts (El Houssaini, Aaroud, 

El Hore, & Ben-Othman, 2016). 

 

Manet 

 

MANET is a set of mobile nodes with no network architecture and communicate with one 

another through radio waves. Some of MANET’s characteristics are: 

 

1. Wireless communication. 

2. The nodes serve as both hosts and routers. 

3. A lack of infrastructure and decentralized governance. 

4. Simple deployment that is Nodes may be added or removed from the network at any 

moment. 

5. Network Scalability, Self-administration, configuration, and creation. 

6. limitation on bandwidth usage, 

7. Shared Broadcast Radio Channel. 

 

MANETs' primary aim is to provide users with access to mobile resources in which 

mobile nodes continue to move randomly and assume that the next mobility point is not 

feasible because of MANET's dynamic topology therefor these nodes should have highly 

stable routing because the possibilities of an intermittent connection grow with the 

moving of nodes. This implies that mobile nodes must maintain a continuous listening 

mode to all nodes of network so that the routing tables must be updated on a regular basis. 

As a result, huge energy is drained, resulting in a decrease in node performance, which 

progressively affects the performance of network. There have been important research 
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efforts in the recent past with the primary aim of designing and improving routing 

protocols (P. Chitra & Ranganayaki; R.F. Olanrewaju, 2010). 

 

 
Figure 1 MANET Architecture (Sharma & Rashid, 2020) 

 

Routing Protocols 

 

Before implementing a MANET, the routing and security issues must be thoroughly 

addressed. Routing protocols are critical in maintaining the reliability of communication 

in a MANET. A routing protocol is a set of rules for delivering and receiving packets 

from one host to another. They are able to adapt to the changes in a dynamic network 

topology. As a result, a reliable routing protocol with minimal overhead is required for 

controlling MANET, as shown by (QoS) metrics such as throughput, Packet Delivery 

Ratio, Data dropped and delay (J. Kaur & Singh, 2019; P. Kaur, 2012; Priyambodo et al., 

2021). 

 

Classifications of MANETs Routing Protocols 

 

There are many categorization criteria for the MANET routing protocols. Some of the 

most popular are based on how routing information is collected and stored by nodes, how 

information is routed and measurements used for design of routing path. Protocols are 

classified as reactive or proactive, source initiated or table driven, local-broadcast or       

full-limited, single path or multi-path, hop by hop or source routing, hierarchical or flat, 

event-based or periodic, route selection method, and so on (G. Kaur & Thakur, 2019). 

Initially, the important categorization is: 

 

 
Figure 2 Routing protocols in MANET (Arega, Raga, & Bareto, 2020) 
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1. In Reactive Routing Protocols (also known as on demand protocols), discovery 

of the route process is called and the route is established only if it is necessary to 

transport a data packet from the source to the destination. The delay in determining 

the route is the main disadvantage of these protocols. The examples are DSR 

(Dynamic Source Routing), AODV (Adhoc On-demand Distance Vector Routing), 

etc. (Alturfi, Muhsen, & Mohammed, 2021). AODV creates the route in two phases: 

route discovery and route maintenance. When a node sends a packet to another node, 

it examines information of its own routing table, and if a route exists, that rout is 

utilized to deliver the packets. If the route information in the routing database is not 

valid, it starts the route discovery process by sending an RREQ broadcast message. 

If several routes exist between two pairs of nodes, the shortest path between them is 

chosen (Vijayakumar, Mariyappan, Sivakumar, & Ganesh, 2021). DSR is divided 

into two processes: route discovery and route maintenance. Each packet includes the 

addresses of all nodes between the source and destination via which the packet 

passes. The primary benefits of DSR over AODV are lower requirements of 

bandwidth and lower power consumption, with high network latency since it selects 

the route without evaluating distance of path (Vijayakumar et al., 2021). 

2. In Proactive Routing Protocols (also known as: Table driven protocols), the 

address from the source to the destination is previously known so that the whole 

route is kept open in order to deliver the packets. The routes to every other node 

information are stored in one or more tables in the network, which are updated on a 

regular basis. The main disadvantage of this kind is that unused paths remain 

occupied and accessible even if the network architecture is altered. Examples are 

DSDV, OLSR, WRP, STAR, etc. (Alturfi et al., 2021). The Optimized Link State 

Routing Protocol (OLSR) is based on the link state routing algorithm. OLSR has the 

benefit of having a low latency. OLSR improves AODV in terms of packet loss, 

throughput, and latency (Priyambodo et al., 2021). As a result, OLSR employs the 

following processes (sensing of link, detection of neighbours, Route Calculation, 

Topology Control Message Diffusion, and MPR Selection Signaling) (Fendji & 

Samo, 2019). 

3. In Hybrid Routing Protocols, the benefits of the two preceding kinds of routing 

methods are combined. The entire nodes of network are divided into different groups 

of nodes, with each node acting reactively with its neighborhood and proactively 

when communicating with other areas. Example is GRP (Gathering-based routing 

protocol) (Alturfi et al., 2021). In GRP, the source node gathers network information 

before determining paths to destinations and transmit the data immediately. 

Therefore, it can accomplish rapid transmission with little overhead. So that the 
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source determines the optimal path based on the information obtained and transmits 

data immediately (P. Kaur, 2012). 

 

Security Challenges in MANET 

 

MANETs utilize air and hostile surroundings as a medium and because of the wireless 

and dispersed nature of MANETs they are vulnerable to a range of active and passive 

attacks. Active attacks are carried out by opponents which they have the ability to change 

data sent across the network and to corrupt the functioning of system by modifying 

topology and routing of the link. They include the Byzantine attack, Blackhole attack, 

wormhole attack, Distributed DoS, and impersonation DoS. Passive attacks are carried out 

by opponents with limited skills. Passive assaults include eavesdropping, traffic 

monitoring, and so forth (R.F. Olanrewaju, 2010). 

 

 
Figure 3 Attacks on Routing in Mobile Ad Hoc Networks (P. Chitra & Ranganayaki) 

 

Table 1 Attacks on various MANET Layers (Abdel-Fattah, Farhan, Al-Tarawneh, & 

AlTamimi, 2019) 

OSI Layers of 

MANET  
Security Attacks 

Data link Layer Selfishness Attacks, Rushing Attack, Traffic Analysis Attack 

Physical Layer 
Selfishness Attacks, Jamming Attack, Eavesdropping attacks, Traffic 

Analysis Attack, Monitoring Attacks 

Network Layer 
Routing table overflow Attack, Network partition Attack, DoS Attacks, 

Jellyfish Attack, BlackHole Attacks, GrayHole Attacks, WormHole Attacks 

Transport Layer Jellyfish Attack, Session Hijacking Attack 

Multilayer Attacks 
Man-in-the-middle attack, Jamming Attack, Impersonation Attack, DoS 

Attack. 
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In this paper, jamming attacker was examined. It is a special type of DoS attack. This role 

of this jammer is to interfere with an authorized communication. A jammer might 

accomplish this objective by either stopping an actual sender from sending the packet, or 

blocking the receipt of legal packets (Dorri, Kamel, & Kheirkhah, 2015). Jamming attack 

may intentionally lead to the suspension or distortion of wireless transmission. It may 

seem on the load of network. A jammer can be simply accomplished by monitoring the 

shared medium and broadcasting in the same bandwidth of the network, with no specific 

hardware requirements. In jamming's simple type, the jammer damages the transmitted 

data via the interferences in the operating frequencies of the network, and in proximity to 

the intended receivers. Certain effective techniques are required to identify their presence 

as jamming attacks decrease the wireless networks' performance (El Houssaini et al., 

2016). This paper examines how the jammers reduce the network performance and the 

impact of different routing protocols to improve the network performance. 

 

Research Method 

 

A simulation model is created utilizing the Academic Edition (v17.5) simulator to analyze 

the performance of various kinds of MANET protocols under specified environmental 

conditions. Riverbed Modeler is an active program to enable the users to build and 

simulate multiple network devices, types, and protocols in a flexible and scalable manner 

(Alturfi et al., 2021). The flexibility and capability of Riverbed set it apart from 

competing simulators. It offers a graphical interface for designing a network architecture 

and simulating a network, allowing users to begin collecting and monitoring network 

information. Another benefit is its reliability in producing simulated outcomes (Obaid, 

2020). 

 

Performance Metrics 

 

In this study, the efficiency of the network is evaluated by delay, throughput, data 

dropped performance parameters. The jamming attack reduce the performance of network 

by increasing the delay, the dropping of data and decreasing the throughput. This study 

examined how the MANET routing protocols can improve the performance of MANET 

which it is affected by the jamming attack. 

 

Simulation Scenarios 

 

This study evaluates and compares four MANET routing protocols using Riverbed 

Modeler v17.5 in terms of number of modeled scenarios for Video applications. 

Simulation parameters are as follows: 
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Table 2 Simulation Parameters 

Simulation Parameter Value 

Number of mobile node 20 

Wireless Server 1 

Number of Jammers 6 

Routing Protocols AODV, DSR, OLSR and GRP 

Application Video Conferencing (High Load) 

Data Rate 11 Mbps 

Simulation Parameters Delay, Throughput and Data Dropped 

Simulation Time 20 min (1200 sec) 

 

Scenario 1: in this scenario, the network contains 20 nodes with a wireless server without 

Jammers under a heavy video traffic as shown in Figure 4. 

 

 
Figure 4 20 nodes MANET without Jammers 

 

Scenario 2: in this scenario, the network contains 20 nodes with a wireless server with 

Jammers under a heavy video traffic as shown in Figure 5. The attributes of the jammer 

are set as shown in Figure 6. 
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Figure 5 20 nodes MANET with Jammers 

 

 
Figure 6 Jammer Attributes 

 

Four MANET routing protocols (AODV, DSR, OLSR and GRP) are applied in the next 

scenarios (Scenario 3, Scenario 4, Scenario 5 and Scenario 6) respectively to examine 

which routing protocol can obtain better performance against attacks under a heavy video 

traffic. 
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Results and Discussion (10 PT) 

 

Individual statistics are selected for each scenario to run the simulation for 20 min in 

order to determine number of parameters for video applications to study the effect of 

attackers. The results are obtained from each scenario as follows: 

 

1. The Jammers interfere with the normal operation of the network so that the delay and 

data dropped were increased and the throughput was decreased as shown in Figure 7, 

Figure 8 and Figure 9 respectively. 

 

  
Figure 7 Delay Figure 8 Data dropped 

 

 
Figure 9 Throughput 

 

2. Delay comparison between (AODV, DSR, OLSR and GRP) was shown in Figure 10. 
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Figure 10 Delay-Based Routing Protocols 

 

As shown in the figure, DSR Routing Protocol investigates the higher delay when 

compared with other routing protocols with the least delay in OLSR and GRP Routing 

Protocols due to their working mechanisms. 

 

3. Throughput comparison between (AODV, DSR, OLSR and GRP) is shown in      

Figure 11. 

 

 
Figure 11 Throughput-Based Routing Protocols 

 

As shown in the figure, AODV investigated the highest throughput than any other case 

with least throughput with GRP. 

 

4. Data Dropped comparison between (AODV, DSR, OLSR and GRP) is shown in 

Figure 12. 
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Figure 12 Data Dropped-Based Routing Protocols 

 

All the routing protocols reduce the dropping of data caused by the Jammers. OLSR and 

GRP Routing Protocols achieve the least dropping of data. The summary of simulation 

results are shown in Table 3. 

 

Table 3 Summary of Simulation Results 

Performance 

Metric 

No 

Jammers 
Jammers AODV DSR OLSR GRP 

Delay 1.596857 1.98468 10.57586 22.50425 0.018314 0.019278 

Throughput 337071.2 230921.36 1039841.8 355058.9 173982 30945.16 

Data Dropped 171332.1 312694.3 177744.9 228688.4 2105.04 340 

 

Conclusion 

 

One of the major challenges of the MANET is the security and routing protocols which 

must be addressed well before implementing MANET. The network’s performance in this 

paper is measured by delay, throughput, data dropped for video applications using 

Riverbed Modeler (v17.5). Jammers (Jamming attacks) affect the MANET's performance 

because they interfere with the normal operation of the network, they increased the delay 

and dropping of data and decreased throughput. Four routing protocols are taken in this 

study to improve the MANET's performance which it is affected by the existence of 

Jammers. From the obtained results, in delay-based network's performance, GRP and 

OLSR routing protocols investigated the least delay and data dropped but at the expense 

of decreasing the throughput. In throughput-based network's performance, AODV 

protocol achieved higher throughput and lower data dropped than Jammers but it 

increased the delay. In data dropped-based network's performance, GRP and OLSR 
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achieves lower data dropped with lower delay but lower throughput. It can be concluded 

that the choise of a suitable routing protocol is a key element in determining where the 

delay or throughput or data dropped can improve the network better. Other parameters can 

be taken for further study for other applications like (VoIP, FTP, HTTP, DataAccess, 

Email, etc.). As a result, the research recommends using an intelligent system to 

determine whether the route is utilized for applications with a low delay and data dropped 

or with a high throughput need. 
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