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Abstract 

 
Security issues in cloud computing is always challenging task for the researchers and 

practitioners. Especially in private cloud security is one of the critical issues to grant access to 

the remote server. Biometric authentication process will be one of the best solutions to grant 

access for private cloud server. This paper proposes a novel integrated technique for the secure 

cloud access by considering Bio-cryptic with DOES features, designated as ‘Bio-Cryptic 

DOST’ (BCDOST) method. The method is implemented in Matlab and trained with 6000 data 

samples and tested using 5000 biometric data samples that includes, finger, face, iris and palm 

biometric features. Overall, 98.7% has obtained on a K-fold cross-validation (k=5), and also 

the results was compared with the present DOST and 4 different customary strategies. supported 

the results, it's over that, the proposed methodology performed well with relation to accuracy 

and computation-time. 
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Introduction 

 

The usage of cloud technologies are increasing day to day due to the wide range of 

applications (Navale, et al, 2018). Especially the smart phone era, created a great impact on 

the cloud computing servers with higher demands. But the secure private cloud access is 

always a challenging task for the researchers and technocrats (Olowu, et al, 2019). Most 

recently in India, the smart phone tapping issue created high impact on data stealing, 
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Smartphone hacking based on ‘Pegasus’ spyware. The Israel based ‘Pegasus’ spyware 

became major weapon for privacy breach of each individual that includes prominent 

political personalities of the India. So, this ‘Pegasus spyware’ event is recorded as one of 

the biggest private cloud security issues in India and rest of the world. Similarly, the social 

networking company ‘Facebook and Cambridge Analytica’ collected the millions of user’s 

data without their consent, for this the Federal Trade Commission fined $5 billion to 

Facebook due to its privacy violations in July, 2019 (Ryle, Patrick, et al. 2020). This 

incident is also popular data privacy volition in India, where ruling political party was 

blamed. According to News18 report, approximately 5.62 lakhs Facebook users’ data was 

accessed without their concern in India. So, the above two events clarifies once again the 

prominence of the private cloud privacy and data access (Qi, et al, 2018). The proposed 

work works better for the multi-level Bio-cryptic DOST (BCDOST) privacy methods for 

the secure data access in private cloud (Singh et al, 2018). In previous our work, we have 

individually tested, the bio-cryptic security and the DOST features. In this work, we are 

combining both aspects and proposed a novel methodology for the secure private cloud 

access.  

 

The work proposes and verifies the BCDOST method accuracy and computation-time and 

trained and tested on biometric image security based on the RSA and Stockwell’s DOST 

feature. The major contributions of the work are as follows: (1) a study and analysis of 

biometric authentication in private cloud servers; (2) a Bio-Cryptic based Discrete 

Orthogonal S-Transform (BCDOST) Algorithm; and (3) a working model simulator where 

the BCDOST algorithm was developed and tested [6]. In this paper section 2 discuss about 

literature survey and the area of Bio-cryptic security, Biometric applications, and DOST 

options algorithms. Section 3 describes the proposed solution and BCDOST algorithm. 

Simulations and outcomes are discussed in Sections 4. In section 5, the work concluded 

with pros and cons and further scope. 

 

The Bio-Cryptic Discrete Orthogonal S-Transformation (BCDOST) 

 

1. Assumptions and Notations 

 

Various classification schemes were considered in our previous study, there AdaBoost,      

K-Nearest Neighborhood (K-NN) and Support Vector Machine (SVM) with simple DOST 

feature extractions with multiple phases [7]. It is concluded in our AdaBoost outperforms 

best classification on DOST extracted features. Present work is also considered the all three 

classification algorithm for the DOST extracted Bio-Cryptic data samples. Overall, the 

work was segregated into four different phases i.e., (i) Feature extraction Phase, (ii) 
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Encryption Phase, (iii) Classification Phase and lastly (iv) Private Cloud Deployment Phase 

as that of shown in figure 1. However, one of its main limitations is that it is computationally 

expensive due to the redundancy of functions. 

 

 
Figure 2.1: Architecture of Bio-Cryptic Discrete Orthonormal Stockwell Transform 

method 

 

2. The BCDOST 

 

The Region-of-Interest (ROI) of the Biometric samples was selected and cropped based on 

the generic methods [9]. As specified the BCDOST algorithm segregated into four phases, 

as defined below. 

 

i. Phase-I 

 

This step uses a separate two-dimensional orthonormal Stockwell transform (2-D DOST), 

which implements a multiple scaling methodology that extracts features directly from 

element levels from input multiple images of biometric information samples such as finger, 

palm, face, etc. It takes into account the temporal and frequency description of the 2D image 

signal. To mitigate this problem, DOST technology was introduced. 

 

For a given image M (i, j), which has dimension N XN and is mathematically expressed as 

follows: 

 

1. Use the 2D Fourier transform (2D-FT) to calculate the M (i, j) samples of the input 

image.  

T (x, y) ← M (i, j) 
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2. Further bifurcate the transformed matrix T(a, b) and recognize the count ofpoints (p) 

thereby. 

3. Then Calculate Result (R) 

( )R T a,b p   

4. Compute R-1  to deduct input matrix for DOST feature extraction as shown below: 

( )( ) ( )

p j
p 1i j

p 1 p 1i j

i j p 2 p 2i

ij ijj 2p 1 2 mi 2
2 2

u u i j
p p 2

j 2 ji 2

1
S i ', j' a ,b T a b ,b v e

2

−

− −

− −

    
= −   +=        

    

+ −
=−=−

  + +   

 

Where j j ji
p 2 p 1 p 2p 1

u va 2 2 and b 2 2
− − −−= + = +  are the frequencies. 

5. After DOST feature computation the results are stored in a voice-image and can be 

called as Biometric Voice Image ( )imageBV . The imageBV  is computed for all frequency 

points ( )i jp ,p  for the respective positions (I, J).  

j 1i
pp 1

image

I J
BV 2 , 2

count count

−− 
  

 
 

Then, a regional space with ( )i2 log count dimension is built on aniterative 

procedure

in addition the Concatenation of all the Feature Vectors (Vf) are kept in the Feature Matrix ( )fMat
 

 

𝑨𝒍𝒈𝒐𝒓𝒊𝒕𝒉𝒎  𝟏:   𝑪𝒐𝒎𝒑𝒖𝒕𝒂𝒕𝒊𝒐𝒏  𝒐𝒇 𝑩𝒊𝒐𝒎𝒆𝒕𝒓𝒊𝒄 𝑫𝑶𝑺𝑻 𝑭𝒆𝒂𝒕𝒖𝒓𝒆𝒔 

1. 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒  𝑀𝑓 ← [ ],   𝑉𝑓 ← 𝑐𝑜𝑢𝑛𝑡 ← 1 𝑎𝑛𝑑 𝑊1 ← 1, 𝑊2 ← 1 

2. 𝑆𝑒𝑡 𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑒𝑎𝑡𝑢𝑟𝑒 𝑝𝑜𝑖𝑛𝑡𝑠 𝑡𝑜 𝑏𝑒 𝑒𝑥𝑡𝑟𝑎𝑐𝑡𝑒𝑑 𝑓𝑟𝑜𝑚 𝑡ℎ𝑒 𝑟𝑒𝑔𝑖𝑜𝑛 −

𝑜𝑓 𝑖𝑛𝑡𝑒𝑟𝑒𝑠𝑡 𝑎𝑠 

3. 𝐹𝑐𝑜𝑢𝑛𝑡 ← 𝑐𝑜𝑢𝑛𝑡 

4. 𝑓𝑜𝑟 𝑛 = 1 𝑡𝑜 𝑐𝑜𝑢𝑛𝑡 𝑑𝑜 

5. 𝐶𝑟𝑜𝑝 𝑡ℎ𝑒 𝐵𝑖𝑜𝑚𝑒𝑡𝑟𝑖𝑐 𝑆𝑎𝑚𝑝𝑙𝑒 𝑅𝑂𝐼𝑛 

6. 𝐵𝑅𝑂𝐼𝑛 ← 𝐷𝑖𝑚𝑒𝑛𝑠𝑖𝑜𝑛 (𝑅𝑂𝐼𝑛, 𝑐𝑜𝑢𝑛𝑡) 

7. 𝑀𝑓(𝑛) [1: 𝑐𝑜𝑢𝑛𝑡,  1: 𝑐𝑜𝑢𝑛𝑡] ← 𝐷𝑂𝑆𝑇(𝐵𝑅𝑂𝐼𝑛) 

8. 𝑜𝑟 𝑎 = 1 𝑡𝑜 𝑐𝑜𝑢𝑛𝑡 𝑑𝑜 

9. 𝑓𝑜𝑟 𝑏 = 1 𝑡𝑜 𝑐𝑜𝑢𝑛𝑡 𝑑𝑜 

10. 𝑉𝑓(𝑛)[ 𝑊1,1] ←  𝑀𝑓(𝑛)[𝑎, 𝑏] 

11. 𝑊1 ←  𝑊1 + 1 

12. 𝑒𝑛𝑑 𝑓𝑜𝑟 

13. 𝑓𝑜𝑟  𝑊2 = 1 𝑡𝑜 𝑐𝑜𝑢𝑛𝑡 𝑑𝑜 

14. 𝑀𝑓(𝑛)[ 𝑊2, 𝑛] ← 𝑉𝑓(𝑛)[ 𝑊2,1] 

15. 𝑒𝑛𝑑 𝑓𝑜𝑟 
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16. 𝑒𝑛𝑑 𝑓𝑜𝑟 

17. 𝑒𝑛𝑑 𝑓𝑜𝑟 

18. 𝐸𝑛𝑑 

 

ii. Phase-II 

 

In this phase-II, the resultant DOST features values i.e., ‘Biometric Voice Image’ 

(Soleimani, et al,. 2020) are subjected for the encryption using chaotic based logistic map 

method and it can be mathematically represented as follows: 

 

( )n 1 x nx rn 1 x+ = −  

 

Where, the value of lies between ‘0’ and ‘1’ that represents the ratio between existing 

and maximum possible population 

 

Suppose 𝑡ℎ𝑒 𝑝𝑙𝑎𝑖𝑛 𝑖𝑚𝑎𝑔𝑒 𝑄 𝑖𝑠 𝑜𝑓 𝑠𝑖𝑧𝑒𝑀 × 𝑁, 

𝑎𝑛𝑑 𝑤𝑒 𝑐ℎ𝑜𝑜𝑠𝑒 𝑜𝑛𝑒 𝑜𝑓 𝑡ℎ𝑒 𝑚𝑜𝑠𝑡 𝑐𝑜𝑚𝑚𝑜𝑛 𝑖𝑚𝑎𝑔𝑒𝑠 𝑎𝑠 𝑐ℎ𝑒𝑎𝑡 𝑖𝑚𝑎𝑔𝑒 𝑅. 

Step 1.  Set 𝑠𝑒𝑐𝑟𝑒𝑡 𝑘𝑒𝑦 𝑏𝑦  𝑤ℎ𝑒𝑟𝑒 𝑚 𝑎𝑛𝑑 𝑛 𝑎𝑟𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑖𝑛𝑡𝑒𝑔𝑒𝑟𝑠 𝑤ℎ𝑖𝑐ℎ  𝑤𝑖𝑙𝑙 𝑏𝑒  𝑢𝑠𝑒𝑑 𝑖𝑛  

Step 4 𝑡ℎ𝑒𝑛 𝑢𝑠𝑒(1) 𝑡𝑜  𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒 𝑡𝑤𝑜  𝑝𝑒𝑟𝑚𝑢𝑡𝑎𝑡𝑖𝑜𝑛  𝑎𝑟𝑟𝑎𝑦𝑠 

Step 2.  𝑈𝑠𝑒 𝑟𝑒𝑠𝑝𝑒𝑐𝑡𝑖𝑣𝑒𝑙𝑦,  𝑝𝑒𝑟𝑚𝑢𝑡𝑒 𝑡ℎ𝑒 𝑝𝑙𝑎𝑖𝑛 𝑖𝑚𝑎𝑔𝑒 𝑄 𝑎𝑛𝑑 𝑐ℎ𝑒𝑎𝑡 𝑖𝑚𝑎𝑔𝑒 𝑅 𝑡𝑜𝑔𝑒𝑡 𝑚𝑎𝑡𝑟𝑖𝑐𝑒𝑠 

Step 3.  𝐴𝑐𝑐𝑜𝑟𝑑𝑖𝑛𝑔 𝑡𝑜 (2) 𝑎𝑛 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑚𝑎𝑡𝑟𝑖𝑥 𝑋0𝑓𝑜𝑟 𝑙𝑜𝑔𝑖𝑠𝑡𝑖𝑐 𝑚𝑎𝑝 𝑖𝑠 𝑑𝑒𝑟𝑖𝑣𝑒𝑑 𝑓𝑟𝑜𝑚 RP. 

Where 𝑖 =  1 𝑡𝑜 𝑀,  𝑗 =  1 𝑡𝑜 𝑁 

Step 4.  𝐸𝑚𝑝𝑙𝑜𝑦 (1) 𝑎𝑛𝑑 𝑋0 𝑡𝑜 𝑖𝑡𝑒𝑟𝑎𝑡𝑒 𝑛 𝑡𝑖𝑚𝑒𝑠 𝑎𝑛𝑑 𝑚 +  𝑛  𝑡𝑖𝑚𝑒𝑠 

 𝑡𝑜 𝑔𝑒𝑡 𝑚𝑎𝑡𝑟𝑖𝑐𝑒𝑠 𝑋𝑛 𝑎𝑛𝑑 𝑋𝑛 + 𝑚   𝑟𝑒𝑠𝑝𝑒𝑐𝑡𝑖𝑣𝑒𝑙𝑦 

Step 5:  𝐺𝑒𝑡 𝑚𝑎𝑡𝑟𝑖𝑐𝑒𝑠 𝐴1 𝑎𝑛𝑑 𝐴2 𝑓𝑟𝑜𝑚 𝑋𝑛 𝑎𝑛𝑑 𝑋𝑛 + 𝑚  

𝑎𝑛𝑑  𝑎𝑠 𝑠ℎ𝑜𝑤𝑛 𝑖𝑛(3)𝑊ℎ𝑒𝑟𝑒 𝑖 =  1 𝑡𝑜 𝑀,  𝑗 =  1 𝑡𝑜 𝑁 

Step 6.  𝐹𝑜𝑟𝑤𝑎𝑟𝑑 𝑐𝑜𝑢𝑝𝑙𝑒 𝑡ℎ𝑒 𝑚𝑎𝑡𝑟𝑖𝑐𝑒𝑠  𝑎𝑛𝑑  𝑡𝑜 𝑔𝑒𝑡 𝑚𝑎𝑡𝑟𝑖𝑥 S  

𝑎𝑠 𝑠ℎ𝑜𝑤𝑛 𝑖𝑛 𝑡ℎ𝑒 𝑏𝑒𝑙𝑜𝑤 𝑒𝑞𝑢𝑎𝑡𝑖𝑜𝑛 𝑡ℎ𝑒𝑛 𝑏𝑎𝑐𝑘𝑤𝑎𝑟𝑑  𝑑𝑖𝑓𝑓𝑢𝑠𝑒 

 𝑡ℎ𝑒 𝑚𝑎𝑡𝑟𝑖𝑐𝑒𝑠 𝑇 𝑖𝑠  𝑡ℎ𝑒 𝑐𝑖𝑝ℎ𝑒𝑟 𝑖𝑚𝑎𝑔𝑒[12]. 

 

( )

( ) ( ) ( )

( ) ( ) ( ) ( )

( ) ( ) ( ) ( )

p p 1

p p 1

p p 1

Q i, j R i, j A i, j , i j 1

S i, j Q i, j R i, j A i, j S i, j 1 , 1 i m,1 N

Q i, j R i, j A i, j S i 1, N , 1 i M, j 1

   = =


=    −   


   −   =

   (1) 

( )

( ) ( )

( ) ( ) ( )

( ) ( ) ( )

2

2

2

S i, j A i, j , i M, j N

T i, j S i, j A i, j T i 1, j , 1 i M, 1 N

S i, j A i, j T 1, j 1 , i M, j 1

  = =


=   +   


  + = =

    (2) 

 

Where “⨁” denotes XOR operation and “⨁” means addition and modulus 256. 
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𝑨𝒍𝒈𝒐𝒓𝒊𝒕𝒉𝒎𝒓𝟐: 𝑩𝒊𝒐𝒎𝒆𝒕𝒓𝒊𝒄𝒓𝑫𝑶𝑺𝑻𝒓𝒇𝒆𝒂𝒕𝒖𝒓𝒆𝒓𝑳𝒐𝒈𝒊𝒔𝒕𝒊𝒄𝒓𝑴𝒂𝒑𝒓𝑬𝒏𝒄𝒓𝒚𝒑𝒕𝒊𝒐𝒏𝒓𝑨𝒍𝒈𝒐𝒓𝒊𝒕𝒉𝒎 

𝑰𝑵𝑷𝑼𝑻: 2𝐷 𝑝𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡𝑟 𝑖𝑚𝑎𝑔𝑒 𝑃, 

𝑟𝑜𝑤 𝑟𝑝𝑒𝑟𝑚𝑢𝑡𝑎𝑡𝑖𝑜𝑛𝑟 𝑚𝑎𝑡𝑟𝑖𝑥 𝑈𝑥, 

𝑎𝑛𝑑 𝑟𝑐𝑜𝑙𝑢𝑚𝑛 𝑟𝑝𝑒𝑟𝑚𝑢𝑡𝑎𝑡𝑖𝑜𝑛 𝑈𝑦 

 

𝑶𝑼𝑻𝑷𝑼𝑻: 𝐶𝑖𝑝𝑒𝑟 𝑡𝑒𝑥𝑡 𝑖𝑚𝑎𝑔𝑒 𝐶 

1. 𝑓𝑜𝑟 𝑟 = 1 𝑡𝑜|𝑀|𝑑𝑜 

2. 𝑓𝑜𝑟 𝑐 = 1 𝑡𝑜𝑁 | 

3. . ( )
r 'c 'cr,c xQ Pu ; Pixel permutation along x=  

4. 𝑒𝑛𝑑𝑟𝑓𝑜𝑟 

5. 𝑒𝑛𝑑𝑟𝑓𝑜𝑟 

6. 𝑓𝑜𝑟𝑟𝑟 = 1: 𝑀𝑟𝑑𝑜 

7. 𝐹𝑜𝑟𝑟𝑐 = 1: 𝑁 𝑑𝑜 

8. ( )y

r,c r r,cC Q u Pixel permutation along y=
 

9. 𝑒𝑛𝑑𝑟𝑓𝑜𝑟 

10. 𝑒𝑛𝑑𝑟𝑓𝑜𝑟 

 

iii. Phase-III 

 

In this phase, AdaBooster classification is performed on the resultant logistic Bio-Cryptic 

Voice Image. AdaBoost selects a training subset casually (Kumar et al.2017). By selecting 

the training set based on the accurate prediction of the last training, the algorithm iteratively 

trains the AdaBoost machine learning model. The mathematical expression for the 

calculations is expressed as follows. 

 

( ) ( )
T

t t

t 1

W x sign w x
=

 
=  

 
  

 

Where, W(x) symbolizes weight-age of input training data. Then  (x) refers to the output 

of weak classifier t for input x and  denotes the weight of the classifier. Now is 

computed as follows: 

 

t

1 e
0.5 log

e

− 
 =   

 
 

 

So wait of the classifier is calculated based on error rate‘e’. As weak classifier is trained, 

the weight of each training example is updated with the following formula. 
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( )
( ) ( ) ( )i t i i

t 1

t

C i exp y h x
C i

U



+

−
=  

 

Where  corresponds to the weight of the previous layer. The weights are then normalized 

by dividing each of them by the sum of all weights  and  is the y level of training points

( )i ix , y . 

 

𝑨𝒍𝒈𝒐𝒓𝒊𝒕𝒉𝒎  𝟑:  𝑹𝒂𝒏𝒅𝒐𝒎 𝒇𝒐𝒓𝒆𝒔𝒕 𝒘𝒊𝒕𝒉  𝑩𝒊𝒐 − 𝑪𝒓𝒚𝒑𝒕𝒊𝒄𝒔 𝑨𝒅𝒂𝑩𝒐𝒐𝒔𝒕 

 

1. 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒 𝑎𝑙𝑙 𝑡ℎ𝑒 𝑤𝑒𝑖𝑔ℎ𝑡 𝑣𝑎𝑙𝑢𝑒𝑠(𝑀1(𝑤)) 𝑖𝑛 𝑡ℎ𝑒 𝑤𝑒𝑖𝑔ℎ𝑡 𝑚𝑎𝑡𝑟𝑖𝑥 

𝑊 𝑠𝑡𝑜𝑠𝑏𝑒  𝑤ℎ𝑒𝑟𝑒 𝑚𝑠𝑖𝑠𝑠𝑡ℎ𝑒𝑠𝑡𝑜𝑡𝑎𝑙𝑠𝑛𝑢𝑚𝑏𝑒𝑟𝑠𝑜𝑓𝑠𝑎𝑚𝑝𝑙𝑒𝑠. 
2. 𝑓𝑜𝑟𝑖 = 1 𝑡𝑜 |𝑖 𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛|𝑑𝑜 

3. 𝑓𝑜𝑟𝑗 = 1 𝑡𝑜 1 𝑡𝑜|𝑡𝑟𝑒𝑒|𝑑𝑜 

4. 𝐶𝑟𝑒𝑎𝑡𝑒 𝑎𝑛 𝑎𝑟𝑟𝑎𝑦 𝐴𝑗 𝑤𝑖𝑡ℎ 𝑀𝑖(𝑤) 

5. 𝑌𝑗 = 𝑏𝑜𝑜𝑡𝑠𝑡𝑟𝑎𝑝𝑝𝑖𝑛𝑔(𝑠𝑎𝑚𝑝𝑙𝑒) 

6. 𝐹𝑜𝑟𝑒𝑠𝑡 𝑗 = 𝑚𝑎𝑘𝑒 𝑡𝑟𝑒𝑒 (𝑆𝑎𝑚𝑝𝑙𝑒 𝐴𝑗) 

7. 𝑇ℎ𝑟𝑜𝑢𝑔ℎ  ℎ𝑦𝑝𝑜𝑡ℎ𝑒𝑠𝑖𝑠 𝐻 

8. 𝑒𝑛𝑑 𝑓𝑜𝑟 

9. 𝐶𝑎𝑡𝑐ℎ ℎ𝑦𝑝𝑜𝑡ℎ𝑒𝑠𝑖𝑠 𝐻(𝑆𝑎𝑚𝑝𝑙𝑒, 𝐴𝑗) 

10. 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒 𝑡ℎ𝑒 𝑒𝑟𝑟𝑜𝑟 𝑣𝑎𝑙𝑢𝑒 𝑓𝑜𝑟 𝑡ℎ𝑒 ℎ𝑦𝑝𝑜𝑡ℎ𝑒𝑠𝑖𝑠 𝑎𝑠 error i =  ( )Mn w  

11. 𝑆𝑒𝑡 𝑒𝑟𝑟𝑜𝑟 𝑐𝑜𝑛𝑠𝑡𝑎𝑛𝑡 = i

i

1 error1
Ec log

2 error

−
=  

12. 𝑈𝑝𝑑𝑎𝑡𝑒 𝑡ℎ𝑒 𝑤𝑒𝑖𝑔ℎ𝑡 𝑚𝑎𝑡𝑟𝑖𝑥 𝑢𝑠𝑖𝑛𝑔 errori 

13. 𝑈𝑝𝑑𝑎𝑡𝑒 ℎ𝑦𝑝𝑜𝑡ℎ𝑒𝑠 𝑖 

14. 𝑒𝑛𝑑 𝑓𝑜𝑟 

15. 𝑈𝑝𝑑𝑎𝑡𝑒  𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑎𝑠 𝑝𝑒𝑟 𝑠𝑖𝑔𝑛 𝑜𝑓 𝑡ℎ𝑒 𝑓𝑖𝑛𝑎𝑙 ℎ𝑦𝑝𝑜𝑡ℎ𝑒𝑠𝑖𝑠 

 

iv. Phase-IV 

 

Cloud Deployment is last important phase for implementing the Bio-Cryptic DOST [14]. 

Features in the cloud servers. In the cloud servers the received classified image is decrypts 

the images based on the chaotic decryption mechanism. The decryption process is similar 

to the encryption process, except that step 6 of the encryption scheme is performed in 

reverse order, as shown in (6) & (7). 
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( ) ( )

( ) ( ) ( ) ( )
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  = =


=   +    
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1

1

1
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S i, j R i, j A i, j T i 1, j , 1 i M,1 N Eq
Q i, j

S i, j R i, j A i, j S i 1, N , 1 i M, j 1

   = =


   +   
= 

   −   =



 

 

After getting the Qp matrix, we can get the original image of Q from Qp by converting it to 

P1. 

 

Simulations and Results 

 

The simulations were carried out based on the Matlab tool on the image processing 

packages. Mainly four biometric samples are used in the experimentation, such as finger 

print, iris, face and palm prints. Approximately, 7000 samples are trained and tested in this 

experiment, which was collected from the Biometric Research Laboratory, SSDMEA of the 

Indian rural youth. The biometric samples are subjected to the BCDOST Matlab based tool, 

where first three phases of BCDOST procedure was implemented successfully. 

 

Figure 1 shows the finger print biometric encryption method was applied on the basis of the 

DOST feature. In addition, figure 2, figure 3 and figure 4 shows the simulation results of 

the BCDOST executed on the Matlab image processing toolkit. 

 

    
Fig. 1 Simulation of BCDOST for Thumb      Fig. 2 Simulation of BCDOST for Face 
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Fig. 3 Simulation of BCDOST for Palm         Fig. 4 Simulation of BCDOST  for Iris 

 

Table 1 Accuracy test results of ADBRF and BCADRF 

Method Training size 
Training 

time(sec) 

Test 

Samples 

Test time per 

sample(sec) 
Accuracy 

ADBRF 5000 1000 4000 5.5 98.50 

Proposed scheme with BCDOST 5000 1000 4000 5.5 98.70 

 

The resultant Bio-Cryptic images are classified on the Random Forest AdaBoot algorithm 

and the fourth decryption process will be done at cloud deployment. Figure(A) shows the 

BCDOST procedure using thumbprint and Figure (B, C, D) represents the rest of the 

BCDOST process on face, iris and palm print respectively. 

 

The Receivers Operating Characteristics (ROC) Curve is plotted between the general DOST 

and BCDOST based on the accuracy. It is observed that, the classification of Random Forest 

AdaBoost (RFAB) algorithm accuracy of DOST is 98.5 and BCDOST is 98.7 is as shown 

in the figure (ROC). 

 

 
Fig. 5 AUC and ROC curve between AdaBoost and ADOBOST 
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Phase four is specially meant for the access of the cloud area. The decryption process takes 

place, it is assumed that the acceptance rate of cloud access based on the Uniform Poison’s 

distribution. Overall the Integrated Bio-Cryptic Discrete Orthonormal Stockwell Transform 

(IBCDOST)[17] can be expressed as follows: 

 

IBCDOST = ( ) ( ) ( )
5 n n n

i s ds bc
i 1 S 1 ds 1 bc 1

SL FE DOST BC logisticmap Accuracy Cl RFAB
= = = =

 
+ + +  

 
     

( )
m

Depioyment a

a 0

Cloud Rate Pattern _ Matching
=

 
+  

 
  

 

Where SL represents the security level that ranges from 1 to 5 level of biometric 

authentication, then FE express the feature extraction function based on the DOST 

procedure, where S is the number of biometric samples that ranges from 1 to n (n = finite 

number). Next, BC is Bio-Cryptography function that encrypts the resultant feature 

extracted images, where ds is the integer that ranges from 1 to n. Lastly the ‘Cl’ function 

classify the resultant image of BC and stored the optimal solution for pattern matching for 

cloud server access. Then ‘Pattern_Matching’ is an acceptance rate of the classified Bio-

Cryptic pattern at cloud deployment stage in pahse4. But it is DOST, BC and ‘Pattern 

Matching Rate’ (PMR) values is assumed based on the ‘UniformPoison’s Distribution’ 

function. By summating or integrating of all five parameters we can estimate the IBCDOST 

value, which is a key attribute for the entire work and table shows the IBCDOST 

performance metrics statistics, where FE and BC represented statically on 10 scale rating. 

 
Sl. 

No 
SL 

FE 

(DOST) 
BC 

Accuracy 

(Classification) 

PMR 

(%) 
IBCDOST 

1 Finger print (1) 10 10 98.6 80 200.6 

2 Finger print +Face (2) 10 10 98.7 80 200.7 

3 Finger print+ Face +Palm print (3) 10 10 98.8 80 201.8 

4 Finger print+ Face +Palm print + Iris (4) 10 10 98.7 80 202.7 

5 Finger print+ Face +Palm print + Iris (4) + Text (5) 10 10 98.7 80 203.7 

 

 
Fig. 6 Correlation visualization graph between SL and IBCDOST 
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Conclusion 

 

In recent times, the demand for high level of information security is increasing very rapidly. 

Present work describes an novel Integrated Bio-Cryptic Discrete Orthonormal Stockwell 

Transform (IBCDOST), where the work was subdivide into four different phases, where 

each phase performs unique task that are related to one after another. First phase is specially 

meant for the feature extraction and followed by logistic map based Bio-Cryptography. The 

resultant image is subjected for the classification based on RFAD that improves the 

classification accuracy of the cryptic features. Lastly based on the classification accuracy 

and security levels, DOST features extraction and level of chaotic based cryptography the 

performance of the IBCDOST is measured. It is presumed that the selection of higher SL, 

long cryptic pattern and high classification accuracy yields the best solution for the secure 

cloud access grant and privacy. From the IBCDOST resultant table, it is observed that the 

SL plays a key role along with rest of the four parameters. It is observed the SL and 

IBCDOST are strong and positively correlated with SL with R=0.9786 and wherever, there 

is increase in SL, the strength of IBCDOST also increasing from 200.6 to 203.7 units. Also 

it is identified that the IBCDOST serves as the one of the best solution for the cloud security. 

Figure represented the Correlation visualization graph between SL and IBCDOST. Here 

two parameters are strongly correlated to each other and the Pearson Correlation Coefficient 

(R) value is 0.9786. 
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